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Explaining GFI MailEssentials

Introduction to GFI MailEssentials

GFI MailEssentials offers server based anti spam and other key
corporate e-mail features for your mail server. Installed as an add-on
to your mail server, GFl MailEssentials is totally transparent to your
users - no additional user training or administration is needed.

Key features of GFI MailEssentials

Server based Anti spam

With fraudulent, inappropriate and offensive emails being delivered in
vast quantities to adults, children and businesses every day, spam
protection is an essential component of your network’s security
strategy. Spam wastes network users’ time and network resources,
and can be dangerous too. GFI MailEssentials includes an advanced
anti-spam module that includes blacklist/white lists, a Bayesian filter,
keyword checking and header analysis.

Company-wide disclaimer/footer text

Because companies are effectively responsible for the content of their
employees' email messages, it is wise to add a disclaimer to each
outgoing email. This disclaimer/footer text can also be used to add a
standard corporate message to each email, such as an address or
company slogan. Although most employees have their own personal
signature, the disclaimer/footer text ensures that the corporate
message is always communicated. Disclaimers can be added to the
top or the bottom of a mail. In addition, you can include fields/variables
in the disclaimer, for example a recipient name or email. This way you
can personalize the disclaimer towards the recipient.

Mail archiving to a database

With GFI MailEssentials, you can archive all in- and outbound Internet
mail. This allows you to keep a back up of all email communications
and easily search for a required message, such as a particular
customer's emails. This also enables you to check the content of
messages and quality of responses.

Reporting

GFI MailEssentials includes a reporting module that allows you to
create reports on Internet mail use, including: daily statistics report,
detailed log of sent, reports per user or by date range. These reports
can be used for costing purposes.
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Personalized server-based auto replies with tracking
number

Auto replies can be more than just an 'out of office' reply. With
automatic replies, you can let your customers know that their email
has been received and that their request is being handled. GFI
MailEssentials assigns a unigue tracking number to each reply to give
your customers and employees an easy point of reference.

POP3 downloader

Some mail servers, such as Exchange Server and Lotus Notes, are
unable to download mail from POP3 mailboxes. GFI MailEssentials
includes a utility that can forward and distribute mail from POP3
mailboxes to mailboxes on your mail server.

Mail monitoring

The mail monitoring feature allows you to send a copy of mails sent to
or from a particular local email address or domain, enabling you to
keep a central store of e-mail communications of a particular person
or department. Because you can configure the mail to be copied to an
email address, all e-mail can be stored in an Exchange or Outlook
store, so that you can easily search for e-mail.

List server (Optional)

GFI MailEssentials includes a full blown list server, which allows you
to easily setup newsletter distribution lists or discussion lists.

GFI MailEssentials components

GFI MailEssentials consists of the following parts:

GFIl MailEssentials mail sink

The mail sink installs on the Windows IIS SMTP service and analyses
all in- and outbound mail.
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Screenshot 1 - GFI MailEssentials configuration

GFI MailEssentials configuration

The configuration program allows you to set up and configure GFlI
MailEssentials. All configuration can be done from the new MMC
console.
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W GFI Monitor [_ O] x|

File Help

Mumber of emails processed: |23

b ailE zsentialz 7 I POPZExchange

SIZ20/200Z 6:02:52 PM - Processing new item, ﬂ
812002002 6:02:52 PM - Subject: Subject

81202002 6;02:52 PM - Sender; "MyMailer@engelbert,de" <MyMaile
8/20f2002 6:02:52 PM - Recipient To: Administrator@aga. com

81202002 6:02:52 PM - Item processed ok,

812002002 6:02:53 PM - Processing new ikem.

81202002 6:02:53 PM - Subject: Subject

8120f200Z 6:02:53 PM - Sender: "MyMailer@engelbert.de” <MyMaile
81202002 6:02:53 PM - Recipient To: Administrator@ga. com

SI20/200Z 6;02:53 PM - Item processed ok, j

Screenshot 2 - GFI Monitor

GFI MailEssentials monitor

This program allows you to monitor the activity of GFI MailEssentials.
The POP collector service can be monitored from the POP2Exchange
tab.

GFIl MailEssentials list server service

The list server is a separate application and runs as a service in the
background

GFIl MailEssentials attendant service

This service handles a number of GFl MailEssentials tasks and
processes.
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Installing GFI MailEssentials

Introduction to installing GFI MailEssentials

This chapter explains the procedure how to install and configure GFI
MailEssentials. GFI MailEssentials can be installed in 2 ways:

Installation option 1: Installing GFI MailEssentials on the
Exchange server 2000/2003 machine

This is a very straightforward and easy deployment mode. Simply
install GFI MailEssentials on the Exchange Server 2000/2003
machine. Go to the paragraph 'Installing GFI MailEssentials on the
Exchange 2000/2003 machine’ for instructions how to install this
deployment option.

Note: This installation option allows you to direct mail marked as spam
directly to the user’s junk mail folder. This makes it easy for users to
periodically review spam mail for false positives. If you install GFlI
MailEssentials in the DMZ, or in front of Exchange 2000/2003, this
feature will not be available.

Installation option 2: Installing GFI MailEssentials on a
separate machine

If you are not running Exchange 2000/2003 or simply wish to separate
the MailEssentials install from the Exchange 2000/2003 machine, you
can install MailEssentials on a separate machine. This also allows you
to keep your corporate mail server behind the firewall. GFI
MailEssentials will act as a smart host/mail relay server in the
perimeter network (also known as DMZ, demilitarized zone, and
screened subnet).

Additional advantages are:

You can perform maintenance on your Mail server machine, whilst
still receiving email from the Internet.

You use less resources on your Mail server machine

The GFI MailEssentials machine can have a lower spec then the
Mail server machine and process mail faster

Additional fault tolerance — if anything happens with your Mail
server you still receive mail, which is queued on the GFI
MailEssentials machine.

Note: This separate machine does not need to be dedicated to GFI
MailEssentials; it can be running other applications, such as GFlI
MailSecurity.

If you choose this option, you have to configure 1IS before installing
GFI MailEssentials. Go to the paragraph 'Installing GFI MailEssentials
on a separate machine' for instructions how to do this.
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IMPORTANT: Don'tjudge GFI MailEssentials’ spam detection
rate until you have allowed the Bayesian filter to run for at least 1
week! GFI MailEssentials can achieve the highest detection rate
compared to other anti-spam  solutions because it adapts
specifically to your mail. Be patient and wait at least a week before
you judge it!

Upgrading from GFI MailEssentials 9 To 10

This section applies only to GFI MailEssentials 9 users! Note that
an upgrade can not be un-done: l.e. you can not revert back to
version 9 once you have installed the upgrade.

If you are currently using GFI MailEssentials 9, you can upgrade your
current installation. All version 9 configuration settings will be kept.
You will need to enter a new license key within 30 days of installing
the upgrade. For information how to obtain the new license key visit
http://customers.gfi.com.

To upgrade:

GF| MailEssentials version 9.0.2004.0315 i already installed. Y'ou must uninstall the existing version before installing GF| MailEssentials version
10.0.2004. 0525

Do vou want to uninstall the existing version of GFI MailE szentials?

Important: rou will need ta enter a new license key within 30 daps of installing the upgrade. Far information how ta obtain the new license key vigit

hittp: 4customers. gh.com
Yes Mo

Screenshot 3 - Confirm the upgrade

1. Launch the GFI MailEssentials 10 set-up file on the machine on
which you have installed GFI MailEssentials 9. Set-up will prompt you
whether you wish to remove GFI MailEssentials 9 and install GFI
MailEssentials 10.

2. Set-up will now proceed to install GFI MailEssentials 10 in exactly
the same manner as a new install (for a detailed description see this
chapter). However it will not let you change the destination folder.

3. After set-up has copied the files, set-up will notify you that it will
convert the Bayesian weights file to the new GFI MailEssentials 10
format. The new format is more compact and uses less memory. This
process may take a while, therefore a progress dialog box is shown.

4. Once the conversion is ready, set-up will show the standard Finish
dialog. Click Finish to complete the upgrade.

Installing GFI MailEssentials on the Exchange 2000/2003 machine
This is the recommended mode if you have Exchange 2000/2003!

System requirements
Windows 2000/2003 Server or Advanced Server
Microsoft Exchange server 2000/2003

If using the GFI MailEssentials reporter, Microsoft XML core
services is required. This is included in the GFI MailEssentials
installation and will be installed automatically if your operating
system is UK/US English.
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IMPORTANT: Disable Anti Virus software from scanning the GFI
MailEssentials & IIS directories! AV products are known to both
interfere with normal operation as well as slow down any software
which requires file access. In fact Microsoft does not recommend
running file based anti virus software on the Exchange Server. For
more information:
http://kbase.gfi.com/showatrticle.asp?id=KBID001824

Make sure that backup software is not backing up any of the GFI
MailEssentials directories at any point.

For list server only: The list server feature requires the
installation of Microsoft Message Queuing Services. This is a
scalable event processing system service developed by Microsoft.
It is included with every Windows 2000/2003 and XP version,
although not always installed by default. For more information how
to install it, please see the chapter ‘Configuring the list server’ If
you do not plan to use the list server feature, you do not need to
install Microsoft MSMQ.

Note: If you have a cluster please check this kbase article prior to
installation: http://kbase.gfi.com/showarticle.asp?id=KBID001639

GFI MailEssentials will need to start & stop the Exchange services
during installation.

Running GFI MailEssentials set-up

1. On the Exchange machine, Log-on as administrator and run GFI
MailEssentials set-up by double-clicking the file me.exe. A welcome
dialog will appear. Close other Windows programs and click Next.
GFl MailEssentials will prompt you to check for a later GFlI
MailEssentials version. Always use the latest version!

2. Read and confirm the License agreement, click Next.

3. Set-up will now ask you where you want GFl MailEssentials to be
installed. GFI MailEssentials will need approximately 70 MB of free
hard disk space. In addition to this, you must reserve approximately
200 MB for temporary files.

4. Now enter your Name, company, and License key. If you are
evaluating the product, leave the default ‘Eval uati on’ . Click Next.

5. Set-up will ask you for the administrator e-mail. This e-mail will be
used to send critical notifications.
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{2 GFI MailEssentials Setup =
Active Directory 4y + T
Access tobctive Directony uzsers I}}]

Does this server have access ta all the email users in Active Directary?

5 Tes. all emaill users are avallable on Active Directory, rules will be based on
Active Directony uzers,

Mo, | do not have Active Directary or my netwark dogs not have access to
Active Directory [DMZ], rules will be baged on SMTF email addresses.

GF| MailE zsentials®

< Back Cancel

Screenshot 4 - Selecting SMTP mode or Active Directory mode

6. If you are installing GFI MailEssentials on an Exchange server
configured as a front end server (i.e. in a DMZ in front of another
Exchange Server), you can choose whether you want to install GFlI
MailEssentials in Active Directory mode or in SMTP mode. Active
Directory mode allows you to select users present in Active Directory
for user based configuration/rules, such as a disclaimer. However, on
a front end server not all users are available. In this case its better to
select SMTP mode, which allows you to input the SMTP email
address for user based configuration/rules.

{5 GFI MailE ssentials 5 etup M= B3
Microsoft Message Queuing Service }r L -4-:
N

The GF| MailE zzentials List Server requires the Microzoft Message Queuing Service
[MEMO). The Meszaging Queuing Service is a scalable spstem service developed by
icrozoft to enable high volume event processing. This zervice iz included with every
Windows 2000, %P and 2003 versions, although not always installed by default.

The GF| MailE zzentials installation can install MSMO for vou. To complete this process,
you will require the Windaws 2000, =P or 2003 CD .

Wwe recommend to install the MSMA at this point however pou can alzo install it at a later
stage. Pleasze note that pou cannot use the List Server without MSRA.

Do vou want ta install the M5O service now?

GFI MailE zzentialz®

< Back | Hewt » I Cancel

Screenshot 5 - Installing Microsoft Message Queuing Service

7. If you do not have Microsoft Message Queuing Services (MSMQ)
installed, set-up will ask you whether you wish to install it. The list
server feature requires this service. Microsoft Message Queuing
Service is a scalable event processing system service developed by
Microsoft. It is included with every Windows 2000/2003 and XP

8 - Installing GFI MailEssentials GFI MailEssentials 10 Manual



version, although not always installed by default. If you do not plan to
use the list server feature, or if you wish to install it later, you can click
‘No’ to continue set-up. If you click ‘Yes’ you will be prompted for the
Windows CD and set-up will launch the MSMQ set-up.

ii.‘% GFI MailE ssentialz Setup [ []
Confirm local email domainsz Y-
Click. Mext ta begin inztallation. I}}]

GF1 MailE zzentials found the following local domains. Please ensure that vaur
local mail domaing are listed comectly. Oy mail for the domaing lizted belov wil
be scanned for SPAM! Local domaing can be added/deleted from the GFI

M ailE zzentials configuration, general properties node.

For mare information, please see the manual. Click Next to proceed with the
inztallation

gfi.couk
afi.cam
gfimalta.com
localhost

GFI MailE zzentialz®

Cancel

Screenshot 6 - Configure your local domain

8. Set-up will now confirm the local email domains (e.g.
mycompany.com) that you have configured. It retrieves the local
domains from your IIS/Exchange set-up. Its important to ensure that
your local domains are listed correctly. MailEssentials will ONLY
filter mail destined for your local domain — therefore if you do not
configure your local email domain correctly no spam will be detected!
You can change these local email domains at a later stage from the
GFI MailEssentials configuration.

9. Set-up will now copy all program files to the selected destination,
and finish the installation by creating a GFI MailEssentials program
group. Click Finish to finish setup. After setup has copied all the files,
it will ask if it can restart the SMTP service.

10. After installation set-up will check if you have the Microsoft XML
engine installed. If you don’t, and you are running a US/UK version of
Microsoft Windows it will install it for you. If you are NOT running a
UK/US version of windows, set-up will prompt you to download and
install the appropriate Microsoft XML engine. The XML engine is used
by the reporter application and is only 2 megabytes. It is most likely to
be used by other applications too. For more information check

http://kbase.gfi.com/showarticle.asp?id=KBID001584

Installing GFI MailEssentials on a separate machine

If you install GFI MailEssentials on a separate machine, you must
ensure it is the first to receive all mails destined for your mail server
and the last 'stop’ for outbound mail. In order for this to happen, GFI
MailEssentials must act as a gateway for all email. This set-up is also
known as 'Smart host' or 'Mail relay' server. Effectively GFI
MailEssentials will act as a mail relay server.
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System requirements

Windows 2000/2003 - Pro, Server or Advanced Server or
Windows XP Professional. (Note that if you use Windows 2000
Pro or XP, you will only be able to accept up to 10 inbound SMTP
connections simultaneously, so its better to use Windows
2000/2003 server)

IS5 SMTP service installed and running as an SMTP relay to your
mail server. This means that the MX record of your domain must
be pointing to the machine on which you will install GFI
MailEssentials. For more information about configuring 11S5:
http://support.microsoft.com/support/kb/articles/Q293/8/00.ASP

Microsoft Exchange server 2000, 2003, 4, 5 or 5.5, Lotus Notes
4.5 and up, or an SMTP/POP3 mail server.

IMPORTANT: Disable Anti Virus software from scanning the GFI
MailEssentials & 1IS directories! AV products are known to both
interfere with normal operation as well as slow down any software
which requires file access. In fact Microsoft does not recommend
running file based anti virus software on the Exchange Server. For
more information:
http://kbase.qgfi.com/showarticle.asp?id=KBID001824

Make sure that backup software is not backing up any of the GFI
MailEssentials directories at any point.

For list server only: The list server feature requires the
installation of Microsoft Message Queuing Services. This is a
scalable event processing system service developed by Microsoft.
It is included with every Windows 2000/2003 and XP version,
although not always installed by default. For more information how
to install it, please see the chapter ‘Configuring the list server’ If
you do not plan to use the list server feature, you do not need to
install Microsoft MSMQ.

Installing & configuring IS SMTP service

GFI| MailEssentials uses the Windows IS SMTP service as its SMTP
server. Because GF| MailEssentials works with this SMTP service,
you need to configure this service as a mail relay server first.

About the Windows IIS SMTP service

The Windows SMTP service is part of IIS, which is part of Windows
2000/2003. 1t is used as the message transfer agent of Microsoft
Exchange Server, and has been designed to handle large amounts of
mail traffic. The Windows IIS 5 SMTP service is included in every
Windows distribution, including Windows professional.

Note: If you have a cluster please check this kbase article prior to
installation: http://kbase.gfi.com/showatrticle.asp?id=KBID001639

To install & configure the IIS SMTP service as a mail relay server:

Step 1: Verify the Installation of the SMTP Service

In Control Panel, open Add/Remove Programs, click Add/Remove
Windows Components. Click the Internet Information Services (IIS)
component, click Details, and then verify that the SMTP Service check
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box is selected. If it is not selected, click to select it, click OK, and then
follow the installation directions that are displayed.

Default SMTP Virtual Server Properties H

General |Access| Messagesl Delivel_l,ll LDAR Houtingl Securit_l,ll

Default SMTP Virtual Server

M arne: IDefauIt SMTP Virtual Server
IP address: —152.168.56.1 =l
r— Connection

Configure the connection infarmation used by this . |
TEs0uIce.

1 Enable logging

Lctive|ag fomat:

J'4/2C Extended Log File Format =l | Fiepeties.. |

K | Cancel Apnly Help

Screenshot 7- Specify mail relay server name and assign IP

Step 2: Specify mail relay server name and assign an IP

1. Click Start, point to Programs, click Administrative Tools, and then
click Internet Services Manager.

2. Expand the tree under the server name, and then expand the
Default SMTP Virtual Server. Right click and select 'Properties'.
Assign an IP to it.

Step 3: Configure the SMTP Service to relay mail to your
mail server

In this step, you configure the SMTP service to relay inbound
messages to your mail server.

Note: During installation, GFI MailEssentials will perform this step for
you automatically. GFI MailEssentials will ask for your local domain
name, and create it as a remote domain. You will see the domain
listed in the right pane. However, if you do this step manually, you can
confirm that your relay server is working properly before running the
GFI MailEssentials installation.

Creating a local domain in IIS to route mail

1. Click Start, point to Programs, click Administrative Tools, and then
click Internet Services Manager.

2. Expand the tree under the server name, and then expand the
Default SMTP Virtual Server. By default, you should have a Local
(Default) domain with the fully qualified domain name of the
server.

3. Configure the domain for inbound:
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1. Right-click the Domains icon, click New, and then click
Domain.

2. Click Remote, click Next, and then type the domain name in
the Name box. Click Finish.

domain.com Propetties EH

General | Advanced I

% dorain. com

Select the appropriate zettings far your remate domait,

v &llow incoming mail bo be relayed to this domain

™ Send HELD instead of EHLD

Outbound Security. .. |

Route domain

" Usge DMS to route to this domain

& Fanward all mail to smart host
[192.168.0.2]

Cancel | Apply | Help |

Screenshot 8 - Configure the domain

IMPORTANT NOTE ABOUT LOCAL EMAIL DOMAINS

Ensure that you add all your local email domains (e.g.
mycompany.com), otherwise inbound mail will not be filtered for
spam!

Note: Upon installation, MailEssentials will import local email domains
from the 1IS SMTP service. If you want add additional local email
domains, you have to add these local domains in the MailEssentials
configuration. For more information see ‘Adding additional local
domains’ in the Misc. chapter.

If you add additional local domains in [IS SMTP service, they will not
be automatically recognized until you enter them in the MailEssentials
configuration. This allows you to setup remote smart hosts for
particular domains that are not local.

Configure the domain to relay mail to your mail server:

1. In the properties for the domain that you just created, click to
select the Allow the Incoming Mail to be Relayed to this Domain
check box.

2. If this is being set up for an internal domain, you should specify the
server that receives email for the domain name by the IP address
in the Route domain dialog box.

3. Click the forward all email to smart host option, and then type the
IP address of the server that is responsible for email for that
domain in square brackets. For example:

[123.123.123.123]
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Note: Typing the IP address of the server in brackets is necessary
so that the server recognizes this is an IP address and not to
attempt a DNS lookup.

4. Click OK.

Relay Restrictions

Select which computer ray relay through this wvirtual server:

7 Only the list below
" All except the list below

Computers:
Access | IP Address [Mazk] # Domain Mame
Add... | Eemove |

v allow all computers which successfully authenticate to relay, regardless
of the list above.

QK I Cancel Help

Screenshot 9 - Relay options

Step 4: Secure your mail relay server.

In this step you will specify your mail server name, and any other mail
servers that will send mail via this mail relay server. Effectively you
will limit the servers that can send mail to the internet through this
server. If you don't create restrictions anyone can use your mail relay
server as an open relay (i.e. Spamming). To prevent this:

1. Open the properties of the Default SMTP Virtual Server.
2. Onthe Access tab, click Relay.

3. Click Only the list below, click Add, and then add the IP of your
mail server that will be forwarding the mail to this server. You can
specify a single computer, group of computer or a domain:

a) Single computer: Specify one particular host that you want to
relay off of this server. If you click the DNS Lookup button,
you can lookup an IP address of a specific host.

b) Group of computers: Specify a base IP address for the
computers that you want to relay.

c) Domain: Select all of the computers in a domain by domain
name that will openly relay. This option adds processing
overhead, and might reduce the SMTP service performance
because it includes reverse DNS lookups on all IP addresses
that try to relay to verify their domain name.

Step 5: Configure your mail server to relay mail via the mail
relay server
After you have configured the 1IS SMTP service to send and receive

mail, you must configure your mail server to relay all mail to the mail
relay server. To do this;
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If you have Microsoft Exchange Server 4/5/5.5:
1. Start up Microsoft Exchange Administrator.

2. Go to the Internet Mail Service and double-click on it to configure
its properties.

3. Go to the Connections tab.

4. Message Delivery section, select 'Forward all messages to host'.
Enter the computer name or IP of the machine running GFI
MailEssentials.

5. Click OK and restart Exchange server. This can be done from the
services applet.

If you have Microsoft Exchange Server 2000/2003:

You will need to set-up an SMTP connector that forwards all mail to
GFI MailEssentials:

1. Start up Exchange System Manager

".Em:hange System Manager !EI E
@ Fle  Action Wiew Window Help | 1=l

€= | BmEFHE @

“J First Qrganization (Exchangs) | GFI MailEssentials
1 Global Settings
i Recipients
__] Servers There are no items ko shaw in this view,
E|__] Conneckars

- .27 GF1 MailEssentials
-3 Tools

__] Folders

Screenshot 10 - Forwarding mail to GFI MailEssentials machine

Mame |

2. Right-click on the Connectors Node->New->SMTP Connector and
create a new SMTP connector. You will be prompted for a name.
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GFI MailEssentials Properties EE

Addreszs Space I Connected Routing Groups I Delivery Restrictions
Content Restictions | Delivery Options | Advanced | Detailz
General

"‘ﬁ" [ GFl MaiEssenials

" Use DMS to route to each address space on this connectar

% {Fonward all mai through this connechor bo the following smart hosts

[192.162.0.180]

Local bridgeheads:

Server | Wirtual Server
TESTMCH-F1 Default SMTP Virtual Server
Add... | Eemove |

™ Do not allow public folder referrals

(] 8 I Cancel | Apply | Help |

Screenshot 11 - Specifying IP of GFI MailEssentials machine

3. Now select the option "Forward all mail through this connector to
the following smart host", and type in the IP of the GFI
MailEssentials server (the mail relay server) enclosed within
square brackets [] (e.g.: [100.130.130.10].

Add Bridgehead

SKMTP wirtual server instances:

Server | Wirtual Server |
Detault Sk TP Wirtual Server

ok I Cancel | Help |

Screenshot 12 - Adding a bridgehead

4. Now click on the ‘Add’ button in the local bridgeheads section, and
select the appropriate virtual SMTP Server instances that you want

to forward mail for.
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GFI MailEssentials Properties K E

Content Restrictions I Delivery Options I Advanced I Dretailz
General
Address Space I Connected Routing Groups I Delivery Restictions

Create, modify, or remove an addiess gpace.

Type | Addrezs | Ciozt |
SMTP * 1
Add.. Pdodify Eemove
— Connectar scope
{* Enlire organization
" Routing group

[ Allow messages to be relayed to these domains

0k, I Cancel | Lpply | Help |

Screenshot 13 - Adding SMTP as address space

5. Go to the Address Space tab, and click Add. Select SMTP and
click OK.

6. Click OK to exit. All mails will now be forwarded to the GFI
MailEssentials machine.

If you have Lotus Notes or an SMTP/POP3 server:

Check the mail server documentation how to forward mail to the GFI
MailEssentials machine.

Step 6: Point the MX record of your domain to the mail relay
server.

Since the new mail relay server must receive all inbound mail first, you
must update the MX record of your domain to point to the IP of the

new mail relay server. Otherwise mail will continue to go to your mail
server and by-pass GFI MailEssentials.

If you run your own DNS server you need update this in your DNS
server. If your ISP manages it for you, you need to ask your ISP to
update the MX record for you. After you have done this, check if the
MX record is correct using the following procedure.

Checking if the MX record for your domain is set correctly
1. Open command prompt. Type nslookup

2. Now type 'set type=mx'

3. Enter your mail domain.
4

The MX record should return a single IP. This IP must be the mail
relay server!
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T%System32',cmd.exe - nslookup

soft Windows 2080 [Uersion 5.88.21951]
< Copyright 1985-2008 Microsoft Corp.

C:“Documents and Settings“administrator_ GHOST>nslookup
Default Server: server—ga
Address: 192.168.6.1

> set type=mx

> gatest.com

Server: server—ga
Address: 192.168.6.1

gatest.com M¥ preference = 18, mail exchanger = gatest.com
gqatest.com internet address = 192.168.8.153
>

Screenshot 14 - Checking the MX record of your domain

Note: If you wish to send out mail using a smart host (used when
using dial-up) or receive mail using ETRN, you will need to perform
additional steps to configure 1IS 5 as a mail relay server. For more
information refer to the 1IS 5 documentation.

Step 7: Test your new mail relay server!

Before you proceed to install GFl MailEssentials, verify that your new
mail relay server is working correctly.

1. Test IIS 5 SMTP inbound connection of your mail relay server by
sending a mail from an external account to an internal user (you can
use hotmail, if you don’t have an external account available). Verify
that the mail client received the email.

2. Test IIS 5 SMTP outbound connection of your mail relay server by
sending a mail to an external account from an internet email client.
Verify that the external user received the email.

Note: Instead of using an email client, you can use Telnet and
manually send an email. This will give you more troubleshooting
information. Here is the link to the Microsoft KB article how to do it:
http://support.microsoft.com/support/kb/articles/Q153/1/19.asp

Step 8: Running GFI MailEssentials set-up

1. On the newly configured mail relay machine, Log-on as
administrator and run GFI MailEssentials set-up by double-clicking the
file me.exe. A welcome dialog will appear. Close other Windows
programs and click Next. GFI MailEssentials will prompt you to check
for a later GFI MailEssentials version. Always use the latest version!

2. Read and confirm the License agreement, click Next.

3. Set-up will now ask you where you want GFl MailEssentials to be
installed. GFI MailEssentials will need approximately 70 MB of free
hard disk space. In addition to this, you must reserve approximately
200 MB for temporary files.

4. Now enter your Name, company, and License key. If you are
evaluating the product, leave the default ‘Eval uati on’ . Click Next.
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& GFI MailEssentials Setup

Mail Server < + SFE
Mail Server Information I'}}] Zl.'l

Specify the |P address of the machine running the mail server and specify your
local domain [i.e mycompany. com]

1P Address: |1 92168.01 on port |25

Local domair: Idomain.com

GFI MailE ssentials®

Cancel

Screenshot 15 - Specify mail server IP & domain

5. Set-up will now ask you to specify your mail server IP, port and your
local domain:

Specify the IP of your Mail server (e.g. Exchange server name)
and the port of the mail server

Specify your local domain.

The local domain is the last part of your internal e-mail address, for
example gfi.com.

6. Set-up will ask you for the administrator e-mail. This e-mail will be
used to send critical notifications.

{i¥ GFI MailEssentials Setup HiE e
Active Directory 2y + Y
Access to Active Directory users L'}}] ]}4.'!

[oes thiz server have access to all the email users in Active Directom?

Yesz, all emaill users are available on Active Directory, rules will be bazed on
Achve Directony users.

Mo, | do not have Achive Directony or my network does not have access to
Active Directory [DMZ), rules will be based o SMTP email addreszes.

GFI M ailE szentials®

¢ Back Cancel

Screenshot 16 - Selecting SMTP mode or Active Directory mode

If you are installing GFI MailEssentials on a machine that is part of a
domain and has Active Directory, set-up will ask you whether you
want to install in Active Directory mode or in SMTP mode. Active
Directory mode allows you to select users present in Active Directory
for user based configuration/rules, such as a disclaimer. However, if
your machine is in the DMZ, then it's better to select SMTP mode. In
this mode all user based configuration/rules will require you to input
the SMTP email address.
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i‘.‘% GFI MailEszentials Setup [_ 1] ]

Microzoft Message Queuing Service }r: -4;
Mt

The GFI MailE zzentialz List Server requires the Microzoft Meszage Queling Service
[M5KO). The Mezzaging Queuing Service iz a scalable system service developed by
Microzoft bo enable high volume event processing. This service iz included with every
Windows 2000, XF and 2003 versions, although not always installed by default.

The GFl MailEssentials installation can install MSMO for vou. To complete this process,
pout will require the 'Windows 2000, =P or 2003 CO .

Wie recommend to inzstall the M5O at thiz point howewer you can alzo install it at 5 later
ztage. Pleaze note that you cannot use the Ligt Server without Sk,

Do you want to install the M5O service now?

GFl MailEszerntial:®

< Back I Mewnt > I Cancel

Screenshot 17 - Screenshot 15- Installing Microsoft Message Queuing Service

7. If you do not have Microsoft Message Queuing Services (MSMQ)
installed, set-up will ask you whether you wish to install it. The list
server feature requires this service. Microsoft Message Queuing
Service is a scalable event processing system service developed by
Microsoft. It is included with every Windows 2000/2003 and XP
version, although not always installed by default. If you do not plan to
use the list server feature, or if you wish to install it later, you can click
‘No’ to continue set-up. If you click ‘Yes’ you will be prompted for the
Windows CD and set-up will launch the MSMQ set-up.

{8 GF1 MailE ssentials Setup SIS B
Confirm local email domains <y, + T
Click Mest to begin installation. I.'}}]

GFl M ailE zzentials found the fallawing local domaing. Please ensure that yaur
lozal rmail darmains are listed corectly. Only mail far the domains listed belaw wil
be zcanned for SPAM! Local domains can be added/deleted from the GFI
tailE zzentials configuration, general properties node.

Far more infarmation, pleaze see the manual. Click Mest to proceed with the
ifiztallation

gfi.couk,
gfi.com
gfimalta. com
localhost

GFI MailE szentials®

< Back

Cancel |

Screenshot 18 - Confirm your local domain

8. Set-up will now confirm the local domains that you have configured.
It retrieves the local domains from your IS set-up. Its important to
ensure that your local domains are listed correctly. MailEssentials
will ONLY filter mail destined for your local domain — therefore if
you do not configure your local domain correctly no spam will be
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detected! You can change these local email domains at a later stage
from the GFI MailEssentials configuration.

9. Set-up will now copy all program files to the selected destination,
and finish the installation by creating a GFI MailEssentials program
group. Click Finish to finish setup. After setup has copied all the files,
it will ask if it can restart the SMTP service.

10. After installation set-up will check if you have the Microsoft XML
engine installed. If you don’t, and you are running a US/UK version of
Microsoft Windows it will install it for you. If you are NOT running a
UK/US version of windows, set-up will prompt you to download and
install the appropriate Microsoft XML engine. The XML engine is used
by the reporter application and is only 2 megabytes. It is most likely to
be used by other applications too. For more information check

http://kbase.gfi.com/showatrticle.asp?id=KBID001584

If you have IS services running, GFI MailEssentials will need to stop
these services during installation to install certain files. After it has
done that, it will offer to restart these services.

Entering your License key after installation

If you have purchased GFIl MailEssentials, you can enter your License
key in the General > Licensing node.

If you are evaluating GFI MailEssentials, it will time out after 60 days
(with evaluation key). If you then decide to purchase GFl
MailEssentials, you can just enter the License key here without having
to re-install.

You must license MailEssentials for the amount of users that you have
on your mail server.

Entering the License key should not be confused with the process of
registering your company details on our website. This is important,
since it allows us to give you support and notify you of important
product news. Register on:

http://www.dfi.com/pages/regfrm.htm

Installing the rule manager (sorts spam to junk folder)

Note: The rule manager will only run on Windows 2000 and up. It will
not run on Windows NT.

The mailbox rule manager

The mailbox rule manager is a utility which allows you to setup rules
for user's mailboxes, so that mails marked as spam can be
automatically moved to the users junk mail folder for easy review by
the user.

How it works

Basically, you install the rule manager on the Exchange Server and
specify the mailboxes which you wish to install the rule on. Then you
specify in the MailEssentials configuration that all spam mail must be
tagged.
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If you want to use the rule manager, you must select TAG, and
NOT block and delete or move. The latter will mean that no mail
will reach the mailbox of the user, and therefore the rule will
never be activated!

Bayesian Analysis Properties

Generall Ilpdates Actions I Other I

Configure the action bo perfarm whien a spam meszage is detected.
Additional options are present on the 'Other’ tab.

' Delete
{1 v to sutfalden of users Ilnbg:.:,-"Ba_l,lesian
malbog [Edchanae el
¢ Fonward to email address: Idavidv@gfimalta.l:nm
" Move to the specified folder; I |

% Tag email with the following text: ISPAM
Uze thiz option to move spam to a user defined folder if not installed on an
Exchange/Exchange 2003 machine. See the manual for mare
infarmation,

1 o b wsers s mai flden [Erchanae 200E ar]

0k I Cancel | Apply |

Screenshot 19 - Tag mail, NOT block and delete!

This way all spam will be tagged as [SPAM], and subsequently the
rules installed on the mailbox will then move the mail tagged as
[SPAM] to another folder of choice, for example the users junk mail
folder. The mailbox rule manager is applicable to:

Companies who have not installed GFI MailEssentials on the
Exchange Server 2000/2003, but rather installed it as a mail relay,
for example in the DMZ

Companies using Exchange 5.5

If you have installed GFI MailEssentials on the Exchange 2000/2003
machine itself, there is no need to run the mailbox rule manager,
because GFI MailEssentials will be able to route the mail itself to the
user’s junk mail folder.

Installing the rule manager and the Bayesian wizard
To install the rule manager and the Bayesian wizard:

1. Copy the file bayesianwiz.exe, located in the MailEssentials\bsw
folder, to the machine on which you wish to install these utilities.

2. Run bayesianwiz.exe.

Configuring the rules on user’s mailboxes
To configure the rules on users mailboxes:
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1. Run the rule manager application from the GFI MailEssentials
program folder

h ailbios | — Rules

[¥ MICE X

[¥ ROBERT Configure. .. |
[¥ NG

[¥ MICROSOFT SYSTEM ATTEMDANT Remove all |

[¥ ADMINISTRATOR
B

— Select malboxes

All

Wit ules |
withaut iules |

Screenshot 20 - The rules manager

2. The main screen will show all the mailboxes it found on your server.
Now select the mailboxes which you want to install a rule on. You can
create 2 types of rules:

A rule which moves mail marked as spam to the users junk mail
folder

A rule which deletes mail marked as spam (This rule can be used
for users who wish to delete their spam automatically)

Configure global rule

~ Rule condition
Check if subject containg

JI5PaM]

— Rule action
7 Delete
& Move to:

IInbm-:\Junk

Apply I Cancel |

Screenshot 21 - Create a rule

3. Click configure. By default the rule will check for [SPAM] in the
subject. Note that if you change this, you will have to change the
tag appended by MailEssentials at server level too! Then select
whether to delete the mail, or move the spam to a separate folder.
You can specify the folder name. If you specify for example
inbox\junk, then the folder will be created under the inbox folder. If you
specify just ‘junk’, then the folder will be created at the top level, i.e.
next to the inbox for example.

4. You can select multiple mailboxes and configure rules for all of
them in one go (as long as the same rule applies to all)
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5. All mailboxes for which you have configured a rule will be marked
as blue.
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The Bayesian anti-spam filter

Introduction

The Bayesian filter is the main ‘Spam fighting’ technology of GFI
MailEssentials. Whilst the other anti spam features are important too
and complementary to the Bayesian filter, it is the Bayesian filter that
will allow you to virtually eliminate spam from your network.

Bayesian filtering technology is an adaptive, ‘artificial intelligence’
technique that is much harder to circumvent by spammers.

However it pays administrators to take a moment to understand the
Bayesian filtering technology, in order to be able to gain the most from
it.

This chapter explains how the Bayesian filter works, how it can be
configured and how it can be trained.

IMPORTANT: Don'tjudge GFI MailEssentials' spam detection
rate until you have allowed the Bayesian filter to run for at least 1
week! GFI MailEssentials can achieve the highest detection rate
compared to other anti-spam  solutions because it adapts
specifically to your mail. Be patient and wait at least a week before
you judge it!

How the Bayesian spam filter works

Bayesian filtering is based on the principle that most events are
dependent and that the probability of an event occurring in the future
can be inferred from the previous occurrences of that event. (More
information about the mathematical basis of Bayesian filtering is
available at Bayesian Parameter Estimation and An_Introduction to
Bayesian Networks and their Contemporary Applications)

(http:/www-
ccrma.stanford.edu/~jos/bayes/Bayesian_Parameter_Estimation.html

& http://www.niedermayer.ca/papers/bayesian/bayes.html.)

This same technigque can be used to classify spam. If some piece of
text occurs often in spam but not in legitimate mail, then it would be
reasonable to assume that this email is probably spam.

Creating a tailor-made Bayesian word database

Before mail can be filtered using this method, the user needs to
generate a database with words and tokens (such as the $ sign, IP
addresses and domains, and so on), collected from a sample of spam
mail and valid mail (referred to as ‘ham’).
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HAM

Database of
word
Probabilities

Figure 1 - Creating a word database for the filter

A probability value is then assigned to each word or token; the
probability is based on calculations that take into account how often
that word occurs in spam as opposed to legitimate mail (ham). This is
done by analyzing the users' outbound mail and by analyzing known
spam: All the words and tokens in both pools of mail are analyzed to
generate the probability that a particular word points to the mail being
spam.

This word probability is calculated as follows: If the word "mortgage"
occurs in 400 of 3,000 spam mails and in 5 out of 300 legitimate
emails, for example, then its spam probability would be 0.8889 (that is,
[400/3000] divided by [5/300 + 400/3000]).

Creating the ham database (tailored to your company)

It's important to note that the analysis of ham mail is performed on the
company's mail, and is therefore tailored to that particular company.
For example, a financial institution might use the word "mortgage"
many times over and would get a lot of false positives if using a
general anti-spam rule set. On the other hand, the Bayesian filter, if
tailored to your company through an initial training period, takes note
of the company's valid outbound mail (and recognizes "mortgage" as
being frequently used in legitimate messages), and therefore has a
much better spam detection rate and a far lower false positive rate.

Note that some anti-spam software with very basic Bayesian
capabilities, such as the Outlook spam filter or the Internet Message
Filter in Exchange Server, does not create a tailored ham data file for
your company, but ships a standard ham data file with the installation.
Although this method does not require an initial learning period, it has
2 major flaws:

1. The ham data file is publicly available and can thus be hacked by
professional spammers and therefore bypassed. If the ham data
file is unique to your company, then hacking the ham data file is
useless. For example, there are hacks available to bypass the
Microsoft Outlook 2003 or Exchange Server spam filter. For more
information about this, see Microsoft Outlook 2003 Spam Filter:
Under the hood
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2. Secondly the ham data file is a general one, and thus not tailored
to your company, it cannot be as effective and you will suffer from
noticeably higher false positives.

Creating the spam database

Besides ham mail, the Bayesian filter also relies on a spam data file.
This spam data file must include a large sample of known spam and
must be constantly updated with the latest spam by the anti-spam
software. This will ensure that the Bayesian filter is aware of the latest
spam tricks, resulting in a high spam detection rate (note: this is
achieved once the required initial two-week learning period is over).

How the actual filtering is done

Once the ham and spam databases have been created, the word
probabilities can be calculated and the filter is ready for use.

When a new mail arrives, it is broken down into words and the most
relevant words - i.e., those that are most significant in identifying
whether the mail is spam or not - are singled out. From these words,
the Bayesian filter calculates the probability of the new message being
spam or not. If the probability is greater than a threshold, say 0.9, then
the message is classified as spam.

This Bayesian approach to spam is highly effective - a May 2003 BBC
article reported that spam detection rates of over 99.7% can be
achieved with a very low number of false positives!

Why Bayesian filtering is better

1. The Bayesian method takes the whole message into account - It
recognizes keywords that identify spam, but it also recognizes words
that denote valid mail. For example: not every email that contains the
word "free" and "cash" is spam. The advantage of the Bayesian
method is that it considers the most interesting words (as defined by
their deviation from the mean) and comes up with a probability that a
message is spam. The Bayesian method would find the words "cash"
and "free" interesting but it would also recognize the name of the
business contact who sent the message and thus classify the
message as legitimate, for instance; it allows words to "balance" each
other out. In other words, Bayesian filtering is a much more intelligent
approach because it examines all aspects of a message, as opposed
to keyword checking that classifies a mail as spam on the basis of a
single word.

2. A Bayesian filter is constantly self-adapting - By learning from new
spam and new valid outbound mails, the Bayesian filter evolves and
adapts to new spam techniques. For example, when spammers
started using "f-r-e-e" instead of "free" they succeeded in evading
keyword checking until "f-r-e-e" was also included in the keyword
database. On the other hand, the Bayesian filter automatically notices
such tactics; in fact if the word "f-r-e-e" is found, it is an even better
spam indicator, since its unlikely to occur in a ham mail. Another
example would be using the word "5ex" instead of "Sex". You would
probably not have a word 5ex in a ham mail, and therefore the
likelihood that its spam increases.
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3. The Bayesian technique is sensitive to the user — It learns the email
habits of the company and understands that, for example, the word
‘mortgage’ might indicate spam if the company running the filter is,
say, a car dealership, whereas it would not indicate it as spam if the
company is a financial institution dealing with mortgages.

4. The Bayesian method is multi-lingual and international - A Bayesian
anti-spam filter, being adaptive, can be used for any language
required. Most keyword lists are available in English only and are
therefore quite useless in non English-speaking regions. The
Bayesian filter also takes into account certain languages deviations or
the diverse usage of certain words in different areas, even if the same
language is spoken. This intelligence enables such a filter to catch
more spam.

5. A Bayesian filter is difficult to fool, as opposed to a keyword filter -
An advanced spammer who wants to trick a Bayesian filter can either
use fewer words that usually indicate spam (such as free, Viagra, etc),
or more words that generally indicate valid mail (such as a valid
contact name, etc). Doing the latter is impossible because the
spammer would have to know the email profile of each recipient - and
a spammer can never hope to gather this kind of information from
every intended recipient. Using neutral words, for example the word
"public’, would not work since these are disregarded in the final
analysis. Breaking up words associated with spam, such as using "m-
o-r-t-g-a-g-e" instead of "mortgage"”, will only increase the chance of
the message being spam, since a legitimate user will rarely write the
word "mortgage" as "m-o-r-t-g-a-g-e".

What's the catch?

Bayesian filtering, if implemented the right way and tailored to your
company is by far the most effective technology to combat spam. Is
there a downside? Well, in a way there is one downside, but this can
easily be overcome: Before you can use and judge the Bayesian filter,
you have to wait for it to learn for at least two weeks - that or create
the ham or spam databases yourself. This task can be quite complex,
so it is best to wait until the filter has had time to learn. Over time, the
Bayesian filter becomes more and more effective as it learns more
about your organization’s email habits. To quote the old saying, good
things come to he who waits.

Training the Bayesian filter

When you first install GFI MailEssentials, the Bayesian filter will be
disabled. GFI MailEssentials ships with a default HAM (2000 ham e-
mails) and SPAM database, however its better if you train the
Bayesian filter with your specific ‘email profile’ before switching it on.
This training can be done in 2 ways:

1. Automatically by collecting outbound e-mails. GFI MailEssentials
will collect legitimate mail (HAM) by scanning outbound mail. You can
enable the Bayesian filter after it has collected at least 500 outbound
emails (If you send out mainly English mail) or 1000 outbound mails (If
you send out non-English mail). Normally this amount of mail is
collected in a matter of days.
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Screenshot 22 - Supplying ham to the Bayesian filter

2. By supplying ham to the Bayesian filter by copying between 500-
1000 mails from your sent items to the ‘This is legitimate email’ sub
folder in the GFI AntiSpam public folders. For more information see
paragraph ‘Adding HAM to the ham database’ in the chapter ‘Spam
management from the user’s point of view'.

Configuring the Bayesian filter

After the Bayesian filter has been trained you can enable the Bayesian
filter:

Bayesian Analysis Properties E3
General |Updates| Actinnsl Other I

— Bayesian Analysis

[ Enable Bayesian Analysis

Allow GFI MailE szentialz ta learn far a minimum of one week [depending
on your mail volume] from your outbound mail befare enabling.
Alternatively run the Bayesian wizard [zee the manual for more
information]

W &utomatically learn from outbound e-mails.

— Bayesian Databasze

Amount of emails in Bayesian databaze:
Legitimate emails [Hak]: 2000
Spam emails: 13651
|f pou rarely zend and receive English emails then it iz recommended to

have a minimurn of 3000 HAM and spam emails to ensure effective
filkering.

IF hiowever pou send and receive mostly Englizh emails then a minimum
recommendation of 2500 HAM and zpam email should be enough to
enzure effective filkering,

0K I Cancel | Apply |

Screenshot 23 - Bayesian analysis properties

1. In the GFI MailEssentials configuration, select the Anti Spam >
Bayesian filter node, right-click and select properties. This brings up
the Bayesian filter properties. Click ‘Enable Bayesian analysis’.
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2. Ensure that the ‘Automatically learn from outbound e-mails’ option

is ticked. This option will continuously update the legitimate mail
database with outbound mails.

Updates
Bayesian Analysis Properties E

General  Updates |Action$| Olther I

{%%% Automatic Bayesian updates.

—Autamatic checking for Bayesian Updates

¥ Automatically check for updates:

Prefered Server

I update. gfi. comn j

Download/check eveny:

24 _:I hours.

Download updates now...

0k I Cahcel | Spp |

Screenshot 24 - Bayesian updates

3. In the updates tab you can specify how frequently GFI
MailEssentials should check for updates to the spam database. You
can also trigger an instant download by clicking on the ‘Download
Updates Now’ button.
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Actions
B ayezian Analysiz Properties Eq

Genelall Updates Actions IDthel I

Configure the action to perfarm wihen a gpam mezsage iz detected,
Additional options are present on the 'Other’ tab,

 Delete
) fmye to subfolden of weers I|nb0:.;,-"Ea_l|Jesian
riafl . | ERchang el ]
€ Forward to email address: Idavidv@gfimalla.com
= Move to the specified folder: I |

& Tag email with the following test; IsPﬁM
|lge thiz option to move zpam to a uzer defined folder if not installed on an
Ewchange/Ernchange 2003 machine. See the manual for more
infarmatian.

) Move towsers junk mai falden ([Exchange 2003 o]

0k I Cancel | Apply |

Screenshot 25 - What to do with mail tagged as spam

After you have configured the Bayesian filter, you can configure what
you wish to do with mail marked as Spam. Please see the actions
paragraph in the configuring Anti Spam chapter.
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Configuring Anti-Spam

Introduction to Anti Spam

GFI MailEssentials tackles spam protection at server level and
eliminates the need to install and update anti-spam software on each
desktop. GFI MailEssentials uses various methods to identify spam:

1. White lists — White lists are lists of email addresses and
phrases/words from which you always wish to receive mail. GFlI
MailEssentials will automatically build a white list for you from
outbound mail.

2. Custom black lists — This feature allows you to specify domains
and email addresses from which you do not wish to receive mail.

3. DNS black list - this allows you to configure GFI MailEssentials to
guery whether the email sender is on a public DNS black list of
known spammers such as ORDB.

4. Bayesian analysis — this method analyses the content of the
inbound mail and based on mathematical rules decides if the mail
is spam or not. The Bayesian filter is discussed in the chapter 'The
Bayesian anti-spam filter’.

5. Header checking — this method analyses the header of the mail to
detect whether a mail is spam or not.

6. Keyword checking — this method allows you to configure
keywords which indicate if a mail is spam.

':m GFl MailE zzentials Configuration

J Action  Yiew |J "= -’|||@

----- B Custom Blacklist

----- & Bapesian Analysis

--£) DNS Blacklist

% Header Checking

----- g2 Feyword Checking

El-Z% Email Management

@ Lizt Server

----- Ef Disclaimers

-3 Mail Archiving
- Search Mai Archive

----- '(f} W ail Moritaring

-y Auto-Feplies

[]--ﬂ Reparting

=% General

{8 Wersion Information

----- Licensing

GFI FAx aker

g GFl Support

@8 GFI MaiSecurity

[]--% POPZE xchange

Tree I Name I
1 Console Foot ) wihitelist .
=B GFI MailE ssentiaks T8 Custom Blacklist
EI@ Anti-Spam @ Bayesian Analysiz
----- 1 whitelist £3) DNS Blacklist

B4 Header Checking
@ Kepword Checking

Screenshot 26 - Anti spam configuration
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When GFI MailEssentials finds a spam message, it can delete the
message, move it to a central folder, forward it to an e-mail address,
tag the e-mail or move it to a users junk mail folder.

Note: To stop spammers from relaying their mail through your mail
server, you need configure your mail server to disallow mail relaying.
For more information on this, consult the mail server documentation.

White list

The White list is a list of email addresses & domains from which you
always wish to receive emails. l.e. mails sent from these email
addresses or domains will never be marked as spam. You can also
configure keywords, which if found in the body or subject, will
automatically white list the email.

Whitelist Properties |
wihitelist | Keyword whitelist [Body] | Kepword whitelist [Subject] |

¥ Enable ‘W hitelist

Ernail &ddress/Damain a| Filter
18 "@dfi.com [ Show al =

@ *Egfiuza.com Add..

@ *Egfisoftware. com

@ *faigfizoftware. de Remaove |
@ *{aigfiap. com

@ “{@gfi.co.uk |-

% *“@gficom. at Legend

w0

=t

*@gfihispana. com - & Check MIME TO:
| _>I_I

Check MIME FROM:
Impaort. .. | Ewport... |

— Auba WwWhitelizt
v Enable Auto Whitelist.

The Auta Whitelizt automatically adds email addreszzes of recipients in
outbound emailz to the list.

M awimumn entries allowed in the Auta whitelist |3UUUU

There are currently 0 entries in the Auto 'Whitelist.

(] 8 I Cancel Apply

Screenshot 27 - White listed domains

The configuration of the White list is done from the Anti Spam > White
list node. Right-click on this node to bring up the White list properties.
The first tab is the White list configuration.

Auto white list

This feature automatically white lists email addresses to which you
send mail. Clearly you will want to receive an answer from anyone you
send a mail, so white listing them automatically makes a lot of sense.
The process is completely automatic - you will have a reliable and
constantly updated white list in no time and without any administration!
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The white list can store up to 30,000 email addresses. After that the
oldest records get replaced.

We highly recommend using this feature, since it allows GFlI
MailEssentials to achieve a very low rate of false positives.

Enter Email Address/Domain |

Email &ddrezs/Domain:

[eq. zomeonei@companyzales. com]
[eq. *@companysuppart. com)

[eq. *=¥* comparpsupport. com)
[Bq. *@* cam]

" Check MIME TO:

% Check MIME FROM:

s I Cancel

Screenshot 28 - Adding a white listed email entry

To add a white listed domain or email address:

1. Click ‘Add’ and specify the full email address. If you wish to specify
an entire domain, specify it as follows “*@companysupport.com’. The
“*’ js a wildcard to include all email addresses from that domain. You
can also specify wildcards and white list entire domain suffixes, for
example *@*.mil or *@%*.edu. The latter will for example ensure that
mail sent from military or educational domains will never been be
marked as spam.

2. Specify ‘Check Mime to:’ OR ‘Check Mime from:’. This option allows
you to white list an email recipient. The MIME TO: is the email
address to which the email is addressed. To find out the MIME TO:
open up a copy of the list mail/newsletter and double click on the to:
field. Enter the email address shown in the ‘Add List’ dialog.

Some newsletters use mailers that do not address the sender in the
MIME to field, causing the GFI MailEssentials header checking feature
to mark it as spam. These should be white listed with the MIME TO:
option

Note: If you want to exclude a user from spam filtering, simply
enter the e-mail address of the user, and select MIME TO:
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White listed keywords
Whitelist Properties
wihitelist  Keyword \whitelist [Body)] | Keyward ‘whitelist [Subject] |

¥ Enter keywards that classify mailz as HAM [ie. not spam) - mail will bypass
all Antizpam checking modules.

Kewword/Phraze | Add
abc mortgage

Femove
Edit...
Import...

Ewport...

e

¥ Match whale words only [words/phrases in subject/body].

ok I Cancel | fpply |

Screenshot 29 - White listing keywords

GFI MailEssentials allows you to specify keywords, which cause the
mail to be flagged as HAM (valid mail). If a keyword configured in the
keyword white list is found in a mail, then GFI MailEssentials will
automatically allow the mail to skip all anti spam filters and deliver the
mail directly the user’s inbox.

Use this option carefully, since entering too many keywords will allow
too much spam to skip the spam filters. You can configure white listed
keywords for body and subject:

1. To configure white listed keywords in the body, click on the White
listed keywords (body) tab and select add

2. To Configure white listed keywords in the subject, click on the
white listed keywords (subject) tab and select add.

Directory harvesting

Note: The directory harvesting feature makes use of Active Directory
to search for known users within the organization. If GFl
MailEssentials is not installed in Active Directory user mode this
feature will not be available. If you have installed GFI MailEssentials
on a demilitarized zone (DMZ) and Active Directory is behind a firewall
this feature will not work and should be disabled.

Directory harvesting attacks occur when a spammer uses known
email addresses to generate other valid e-mail addresses from
corporate or ISP mail servers. This technique allows the spammer to
send e-mails to randomly generated e-mail addresses. Some of these
e-mail addresses are real users in the organization however many of
them are bogus addresses that flood the victim mail server.
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The directory harvesting attacks feature in GFl MailEssentials stops
these types of attacks by blocking emails addressed to users that do
not exist on the organizations email server.

Directory Harvesting Properties i ﬂ

General |.-’-'-.u:tiu::ns| Other I

I';"l_ Dhirectary Harvesting attack protection
4

Lk g
.

Diirectony harvesting attacks result in a lot of mail destined for non-existent
mailboxes. Thiz plug-in checks if the SMTP recipients of incarming rmail are real
Lzers or the result of a directory harvesting attack,

Thiz feature requires that GFl kM ailE zzentialz can accesz a domain contraller
with all the email addrezses uzed within your compary. [f GFI MailEzzentials iz
an a DM pau can not use this feature,

v Enable directon havesting protection.!

[k I Cancel Spply

Screenshot 30 - The directory harvesting feature

Configuration is done from the Anti Spam -> Directory Harvesting
node. Right-click on this node to bring up the Directory Harvesting
properties. Check the ‘Enable directory harvesting protection’ option to
enable this feature then click ‘OK’ or ‘Apply’ to save the settings.

Actions

After you have configured directory harvesting, you can configure
what you wish to do with mail marked as Spam. Please see the
actions paragraph for more information on the actions tab.

Custom Blacklist

The Black list is a custom database of email addresses & domains
from which you never wish to receive emails. l.e. mails sent from
these email addresses or domains will always be marked as spam.
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Custom Blacklist Properties E

Blacklist Ir-‘-.ctionsl Other |

Iv Classify mails from these domains/email addresses as spam.

E mail Address/Diomain | Add
@ *@zempmailer. com
@ *(@list, adult-neswsletter. com Remave

Impoit....

Expart...

Fl

Legend
& Check MIME TO:

@ Check MIME FROM:

Ok I Cancel | Apply |

Screenshot 31 - The custom blacklist

The configuration of the blacklist is done from the Anti Spam >
Custom Blacklist list node. Right-click on this node to bring up the
Custom Blacklist properties.

Enter Email Address/Domain
Email Addrezz/Domain:

[eg. someone@companysales. com]
[eg. *E@companysupport.com)
[eqg. *(3* companysupport. com)

" Check MIME TO:
% Check MIME FROM:

)8 I Cancel

Screenshot 32 - Adding a blacklisted email entry

To add a blacklisted domain or email address, click ‘Add’. Specify the
full email address. If you wish to specify an entire domain, specify it as
follows “*@spammer.com’. The *' is a wildcard to include all emalil
addresses from that domain.

You can also blacklist entire domain suffixes, for example *@*.jp. This
will for example ensure that mail sent from Japan is automatically
marked as spam. Clearly you have to use these entries with care.

Then specify whether you want the blacklist entry to apply to the
MIME TO: field or the MIME FROM: field. The MIME TO option allows
you to blacklist email sent to a non existing email address. This could
be handy if you want to avoid an NDR being sent and just want the
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email to be automatically deleted (for example mail sent to ex
employees).

DNS blacklists (DNSBL)

Note: This feature requires a properly configured DNS server. If
the DNS server is not properly configured (and we have seen this
many times), a time out will occur and mail will be processed slowly
and in addition a lot of valid mail will be tagged as spam. For more
information see the GFI Knowledgebase article ‘KBID0O01770'.

GFI MailEssentials supports a number of DNS blacklists, which can be
configured from the DNS blacklists node. DNS blacklists are
databases of SMTP servers that have been used for spamming.
These databases are queried ‘' DNS style’. There are quite few third
party DNS blacklists available, ranging from reliable lists that have
clearly outlined procedures for getting on or off the DNS blacklist to
less reliable lists.

When an email is sent, it is passed through a number of SMTP
servers until it reaches the final destination. The ip address of each of
these SMTP servers is recorded in the email header. GFI
MailEssentials will check all the public ip's found in the message
header with the DNSBL database configured (example: ordb.org).

The ORDB list is an Open Relay Database maintained by ORDB.org.
ORDB.org is a non-profit organization, which stores an IP-addresses
of verified open SMTP relays. These relays are, or are likely to be,
used as conduits for sending unsolicited bulk email, also known as
spam. By accessing this list, system administrators are allowed to
choose to accept or deny email exchange with servers at these
addresses.

How it works

GFI MailEssentials will check all the public ip’s found in the message
header with the DNSBL database configured (example: ordb.org). GFI
MailEssentials will record all the ip’s checked in an internal database
and will not perform further checks with the DNSBL for the same ip’s.
The ip addresses are kept in the database for 4 days, or until the
Simple Mail Transport Protocol service is restarted
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DMS Blacklist Properties E |

DNS Blacklists | actions | Other |

@ DMS Elacklists ([DMSBL) configuration.

—DMS Blackliztz

v Check whether the sending mail server is on one of the following
DMS Blacklizts:

v DMS Blacklist service:
I relayz. ardb.arg j

W DMS Blacklist service:

I shl.spamhaus. org j

(] I Cancel Apply

Screenshot 33 - The DNS blacklist properties

To enable the DNS blacklist:

1. Right-click on the Anti Spam > DNS Blacklist node and select
properties.

2. Click on ‘Check whether the sending mail server is on this
DNSBL'.

3. Now select the appropriate DNS blacklist you wish to check
incoming mail against. For example relays.ordb.org

4. Optionally you can select a second DNS blacklist, for example
SpamHaus.

Note that querying a DNS blacklist can be slow (depending on your
connection), so mail can be slowed down a little bit, especially if you
guery against 2 DNS blacklists.

Actions —what to do with spam mail

The properties of each spam filter (i.e. the nodes white list, custom
blacklist, DNS blacklist, Bayesian analysis, header checking and
keyword checking) have an actions tab to enable you to specify what
should be done with mail marked as spam by that module.

The reason that you can specify this per filter is:

If you sort mail to the users junk mail folder, you can create folders
for each filter, so that the user can immediately identify why the
mail was marked as spam.
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Secondly, you might want to delete mail marked by the blacklist
spam filter, but do something else with mail marked as spam by
the keyword checking filter.

The options in the actions tab are identical for each spam filter.
Bayesian Analysis Properties

Generall Updates Actions | Other I

Configure the action to perform when a spam message iz detected.
Additional ophions are present on the 'Other’ tab.

" Delete

{* Fonward to uzer's spam folder:
[Exchange only.]

" Fonward to email address: Iadministratnr@pattesﬂ .o

(" Move ta the specified folder: I _l

" Tag email with the follawing test: ISP,.-:-.,M
|Jze thiz option to maove spam to a user defined falder if nat installed on an
Exchange/E=change 2003 machine. See the manual far more
infarmation.

' Move to user's junk mail folder. [Exchangs 2003 anly.)

0k I Cancel | Lpply

Screenshot 34 - Configuring the action that should be taken

You can specify that mail marked as spam should be:
Deleted

Forwarded to subfolder of user's mailbox — this option will cause
spam mail to be sent to a set of subfolders in the user’s mailbox.
GFI MailEssentials will create a folder according to the name you
specify and sort all mail marked as spam to this folder. This way
users can periodically check mail marked as spam, and identify
mail that might have been wrongly marked as spam. If you enter
inbox/junk mail, then the folder will be created under the inbox
folder. If you don't it will be created ‘next to’ the inbox, i.e. at the
same level. By using a different folder name for the Bayesian,
keyword and header checking filters, spam is automatically sorted
to a different folder depending on which filter identified it as spam.
This  further eases the spam reviewing  process.

Note that this option requires that GFI MailEssentials is
installed on the Exchange Server machine, in Active Directory
mode, and that you are running Exchange 2000/2003.
However if you are running Exchange 5.5 or are not running
GFI MailEssentials on the Exchange server machine, you can
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still achieve the same thing with the Tag email feature and the
Rules manager (see installation chapter)

Forwarded to another email address — In this case the email will
be sent to a central email address. You can specify the emalil
address of a public folder. The subject of the mail will be in the
format [recipient] [subject]. This way a person can be assigned to
periodically check mail marked as spam, and identify mail that
might have been wrongly marked as spam. This feature can also
be used to further improve the spam rules.

Moved to specified folder — In this case the mail will be saved as a
file in the specified folder. The file name will be as follows:
[Sender_recipient_subject_number_.eml]

This allows you to quickly sort spam based on sender.

Tagged: This option allows you to tag a spam mail. It does not
block or delete the spam. This option can be used in combination
with the Rules manager application, which allows you to easily
setup sorting rules for all mailboxes on your Exchange Server
machine. Then all mail tagged as spam will be sorted into the
users junk mail folder. (location and name of folder is
customizable)

Move to user’s junk mail folder (Exchange 2003) only. If you have
Exchange 2003, GFI MailEssentials can tag spam in such a way
that Outlook will sort the mail to the user's junk mail folder.
However we recommend using the move to users spam folder
feature instead, since this allows you to use a different folder name
for the Bayesian, keyword and header checking filters. Spam mail
is then automatically sorted to a different folder depending on
which filter identified it as spam, greatly easing the spam reviewing
process.
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Screenshot 35 - The other actions tab

In the other tab, you can specify a number of optional actions:

The ‘Log occurrence to this file’ feature allows you to log the
spam mail occurrence to a log file of your choice.

The Generate Non Delivery Report (NDR) feature allows You to
create a fake Non Delivery Report (NDR). This will cause most
bulk mailing software to remove your address from their database.
In addition you can use this feature to notify the sender that his
email has been considered spam. This feature can be handy to
use whilst in initial training phase.

Note: If you wish you can customize the NDR. Go to the chapter
Miscellaneous options for more information on this.

Header checking

The header checking module analyses the individual fields in a
header. This module makes reference to SMTP and MIME fields.
SMTP fields are specified by the mail server, whereas the MIME fields
are specified by the email client (which encodes the mail to MIME).

The configuration of anti spam identification based on e-mail headers
is done from the Anti Spam > Header Checking node. Right-click on
this node to bring up the Header checking properties.
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Header Checking Properties E

General | General contd, I Languagesl .ﬁ.ctiansl Other |

M aill can be identified az gpam by analyzing the fieldz of an email
header. 'SMTF" fieldz are specified by the SMTP server, whereas
MIME" fields are specified by the client.

v Checks if the email header containg an empty MIME FROM: figld.

v Checks if the email header containg a malformed MIME FROR: field,

[ Maximum number of recipients allowed in email: |2|:|

[~ Marks emails with different SMTP TO: and MIME TO: fields in the emai
addresses az zpam.

W Check if email containz remote images anly,
To circumyent kewward filkers, spammers are now sending out ‘image only
mailz’. M ailz which hawve only images and a minimal amount of text can be
flagged az spam.

Ok I Cancel AEply

Screenshot 36 - Header checking properties (1)

General anti spam header checking options

The General tab in the Header Checking Properties dialog contains
the following options:

1. ‘Checks if the email header contains empty MIME From field’:
This feature checks if the sender has identified himself in the From:
field. If this field is empty it's an almost sure sign that the mail is sent
by a spammer.

2. ‘Checks if the email header contains a malformed MIME from:
field’. This feature checks if the MIME from field is a correct notation,
i.e. it matches the RFC. Spammers often include a wrong or wrongly
specified from address.

3. 'Marks emails with recipient lists of more then X recipients as
spam'. This feature marks mails with large recipient lists as spam.
Mails with large recipient lists tend to be joke lists, chain e-mails or
simply ‘junior' or inadvertent spammers.

4., ‘Marks email with different SMTP to: and MIME to: fields in the
email addresses as spam’. Checks whether the SMTP to: and MIME
to: fields are the same. The spammers email server always has to
include an SMTP to: address. However, the MIME to: email address is
often not included or is different. This feature catches a lot of spam,
however some list servers don't include the MIME to: either. Therefore
to use this feature, you must white list the newsletter sender address if
it gets marked as spam by this feature. This can be done from the
white list node or by dragging the newsletter in the GFI AntiSpam
public folders ‘I want this newsletter’ node.
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5. Check if email contains remote images only: To circumvent
keyword filters, spammers are now sending out ‘image only mails’.
GFI MailEssentials can flag mails which have only have images and a
minimal amount of text as spam.

Header Checking Properties Eq

General General contd, |Language3| Actiu:ml Other I

E tail zan be identified az spam by analyzing the fields of an email
header. "'SMTF' fieldz are specified by the SMTF server, whereas
TIME" figldz are specified by the client.

[~ Menfy if sender domair is valid [performs DMS lookup on MIME FROM:E

[v Maximum numbers allowed in MIME FROM: |4
[eg. j0e3151EBu3Edomain. com]

Iv Check if the email subject containg the first part of the Except... |
recipient email address. -

[~ Check if email containg encoded IP addresses.

0k I Cancel | Apply |

Screenshot 37 - Header checking continued

6. ‘Verify if sender domain is valid’ This feature will do a DNS
lookup on the domain specified in the MIME from field and verify if the
domain is valid. If the domain is not valid it's a sure sign of spam.

Note: This feature requires a properly configured DNS server. If
the DNS server is not properly configured (and we have seen this
many times), a time out will occur and mail will be processed slowly
and in addition a lot of valid mail will be tagged as spam.

7. Check if emails contain more then X numbers in the MIME
from. Frequently, more then 3 numbers in the mime from means that
the sender is a spammer. The reason for this is that spammers often
use tools to automatically create reply-to: addresses on hotmail and
other free email services. Frequently they use 3 or more numbers in
the name to make sure the reply-to: is unique.

8. 'Checks if email subject contains first part of recipient email
address' To ‘personalize’ a spam mail, spammers frequently include
the first part of the recipient email address in the subject. Be careful
using this feature with generic email addresses such as
sales@company.com. A customer that replies to an auto-reply with a
subject ‘Your mail to sales’, would be marked as spam. To avoid this,
you can specify email addresses for which this check should not be
done, using the Except button.
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Exceptions E

Check if email subject contains the first part of the recipient
email addrezs except if the email addrezs iz on the list below.

Email &ddress | Add... |

Femove |

(] 4 I Cancel

Screenshot 38 - Excluding an email address

9. Check if email contains encoded IP addresses — This check
looks for a wurl which has a hex/octal encoded IP
(http://0072389472/hello.com) or which has a username/password
combination in it (e.g. www.citibank.com@scammer.com).

These practices are often used by spammers as well as hackers.
Examples which will be flagged as spam:

http://12312
www.microsoft.com:hello%01@123123

Language detection

Header Checking Properties E3

Generall General contd,  Languages I.t'-\ctionsl Other I

@ Canfigures the Language Settings.

— Block languages

¥ Block mails that use these languages [character sets).

¥ Block the list below
" Block all except the list below

O &merian -
[ Geargian

O Indic

O vietnamese

O &rabic:

O Hebrew

O Thai

Simplified Chinese

Traditional Chinese

O Korean -
4| | »

0k I Cancel | Apply |

Screenshot 39 - Language detection
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The languages tab in the Header Checking Properties dialog contains
the language detection options. Many spam mails are not even in your
language, meaning that you can greatly reduce spam simply be
blocking mail written in say Chinese or Viethamese. Using the
Languages tab you can block mail using certain character sets. (GFI
MailEssentials can not distinguish between Italian or French for
example because they use the same character set) MailEssentials
can only detect languages written in different character sets.

Actions

After you have configured the header checking filter, you can
configure what you wish to do with mail marked as Spam. Please see
the actions paragraph for more information on the actions tab.

Keyword checking

The configuration of anti spam identification based on keywords is
done from the Anti Spam > Keyword Checking node. Right-click on
this node to bring up the Keyword checking properties.

Keyword Checking Properties

General | Subject | Actions | Other |

— Scan email body

¥ Scan e-mail body for the following keywards or combinations of
kemyords;

Conditions - K.evword. ..
# ICEMail At
R 313
00% confidential
00 free
0% guaranteed
00% legal Fermove
0% money
00% rude
0% proven Impoit...
00% rizk free
003 true Export...

8 to enter -
| »

¥ Match whole words only [words/phrases in subjsct/body).

Condition...

4l
. Edt
Fl
Fl
Al
El
Fl

El

bl L

a

:
1
:
:
:
:
:
:
1
:

a

Lk de ot d o i d de i

-

ok I Cancel | Soply |

Screenshot 40 - Anti Spam keyword checking properties

1. Enable 'Scan e-mail body'. Now you can enter keywords &
conditions that identify spam. Select either 'Add Condition' to enter a
condition, which uses operands, or select 'Add Keyword' to enter a
single keyword or a phrase.
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Conditions E2

Create a combination of keywords that will activate thig rule. For esample "IF
wordl AMD ward2 OF word3" will activate the rule if both ward1 and wordz
are in the e-mail, or if just word3 is in the e-mail.

AND =l

Operator | whord | Bemove
%IF zports

#AND baskethall

Maove Up

f e ot

oK

il el

Cancel

Screenshot 41 - Adding a condition

Adding conditions

Conditions are combinations of keywords using the operands IF, AND,
AND NOT, OR or OR NOT. Using conditions, you can specify
combinations of words that must appear in the e-mail. For example a
condition "If Word1l AND Word2" will check for Word1l and Word2.
Both words would have to be present in the mail to activate the rule.
To add a condition, select 'Add Condition'

GFI MailEssentials Configuration

ﬂ Pleasze enter a word or phrase below.
abc

(] I Cancel

Screenshot 42 - Adding a keyword or phrase

Adding keywords

If you only wish to check for single words or phrases, you do not need
to create a condition. In this case you can just add a keyword. Select
'Add Keyword' to do this. If you enter multiple words, then
MailEssentials will search for that phrase. For example if you enter
Basketball sports, then MailEssentials will check for the phrase
'‘Basketball sports'. Only this phrase would activate the rule, not only
the word basketball OR sports.

Match whole words only: Enabling this option allows you to ensure
that GFI MailEssentials will only block mails where the word you
specify is a whole word. For example, if you specify the word ‘sport’,
an email with the word ‘sport’ will be blocked, but not an email with the
word ‘Allsports’.

Subject

2. To scan for words in the subject, enable 'Scan e-mail subject’. Now
you can specify words that you wish to check for in the subject of the
message. You can specify keywords and conditions.
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Keyword Checking Properties E2

General  Subject |.t’-‘-.ctinns| Other I

— Sican email subject

¥ Scan e-mail subject for the following keswords or combinations of
keywords:

Canditions - K.ewward. .
B |JCE-Mail Act

M HR 3113

8 100% canfidential
#1003 free Editi.
Ebi 100% guaranteed
#1003 legal

sbe 1003 roney

. 100% rude Import...
é’b& 100% proven
B 1003 risk free
# 100% true

& 18 to enter _ILI
| E

Caonditior. .

FEemoye

=

Expart...

FELL B

=]

-

0k I Cancel o

Screenshot 43 - Looking for keywords in the subject tab

Actions

After you have configured the keyword checking filter, you can
configure what you wish to do with mail marked as Spam. Please see
the actions paragraph for more information on the actions tab.

Sender Policy Framework (SPF)

GFI MailEssentials supports the Sender Policy Framework (SPF). The
Sender Policy Framework allows you to check whether a particular
email sender is forged or not. Most of today’s spammers use forged
email addresses.

SPF is a community effort that is rapidly gaining ground. SPF requires
that the company of the sender has published its mail server in an
SPF record. For example if an email is sent from
xyz@CompanyABC.com then companyABC.com must publish an
SPF record in order for SPF to be able to determine if the email was
really sent from the companyABC.com network or whether it was
forged. If an SPF record is not published by CompanyABC.com the
SPF result will be ‘unknown’.

How SPF works

Domains use public records (DNS) to direct requests for different
services (web, email, etc.) to the machines that perform those
services. All domains already publish email (MX) records to tell the
world what machines receive mail for the domain.

SPF works by domains publishing a text record in the DNS of those
domains to tell the world what machines send mail from the domain.
When receiving a message from a domain, GFl MailEssentials can
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check those records to make sure mail is coming from where it should
be coming from.

GFI MailEssentials does not require you to publish any SPF records
yourself. If you would like to do this then you can use the SPF wizard
at: http://spf.pobox.com/wizard.html

An example
Suppose a spammer forges CompanyABC.com and tries to spam you.
He connects from somewhere other than CompanyABC.

When his message is sent, you see MAIL FROM:
<forged_address@CompanyABC.com>, but you don't have to take his
word for it. You can ask CompanyABC if the IP address comes from
their network.

In this example CompanyABC publishes an SPF record. That record
tells GFI MailEssentials how to find out if the sending machine is
allowed to send mail from CompanyABC.

If CompanyABC says they recognize the sending machine, it passes,
and you can assume the sender is who they say they are. If the
message fails the SPF tests, it's a forgery. That's how you can tell it's
probably a spammer.

For more information on SPF and how it works, please visit the
Sender Policy Framework Web Site at http://spf.pobox.com.

SPF on the gateway machine

For SPF to function correctly the mail server must receive emails
directly from the Internet. If inbound emails arriving are being relayed
through via another server then the SPF checks will fail. If you are
unsure whether mail reaches this server via a relay, set the rejection
level to 'low' and configure the actions to TAG the email rather than
block it.

Please see this KB article for more information:
http://kbase.gfi.com/showarticle.asp?id=KBID002159.

Configuring the SPF feature

The configuration of SPF is done from the Anti Spam -> Sender Policy
Framework node. Right-click on this node to bring up the SPF
properties.
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SPF block level

Sender Policy Framework Properties i ﬂ

General |E:-cu:eptiu:uns| .-’-'-.u:tiu:unsl Other I

#1 The Sender Policy Framewark [SPF] fights sparn by detecting
geF|  emails with forged senders.

— Block level

Select the block level you want configured far SPF. 1t iz recommended to
zet the level to medium’.

i -i Medium

Block meszzages which appear tohave a forged sender [SPF
i _i  fal and softfail].

[k I Cancel Spply

Screenshot 44 - Configuring the SPF block level

The rejection level allows you to set the sensitivity of the SPF test.
You can choose from 4 levels:

Never: Never block any messages. When this option is selected SPF
tests are not done on incoming emails.

Low: Only block messages which are determined to have a forged
sender. This option will treat any message with a forged sender as
spam.

Medium: Block messages which appear to have a forged sender. This
option will treat any messages that appear to have a forged sender as
spam. This is the default and recommended setting.

High: Block any message which is not proven to be from the sender.
This option will treat all mail as spam unless it could be proven that
the sender is not forged. Since the majority of mail servers do not yet
have an SPF record this option is not recommended.
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Configuring Exceptions

Sender Policy Framework Properties B x|

General Exceptions |Actiuns| Other I

#1_ Configure any IP addresses and recipients that should be excluded
geF|  from SPF checks.

Iter | Add.
196.134.25.42

TETEYE

¥ Recipient exception list:

Itemn | Add
recpient(@carmpant, con
postmaster Femove

|

[ Lsge the Trusted Forwarder SPF Global Whitelist
[tk fvmnes. trusted-farwarder. argd)

(0] l Cancel

Screenshot 45 - Configuring the SPF exceptions

Apply |

This page allows you to configure the IP addresses and recipients that
should be excluded from SPF checks.

IP exception list: IP addresses in this list will automatically pass SPF
checks. Click on 'Add...' to add a new IP address. To remove an IP
address, select it from the list and click on 'Remove’. To disable the IP
exception list uncheck the 'IP exception list' checkbox.

Recipient exception list: This option allows certain recipients to
always receive their e-mail, even if the messages should be rejected.
A recipient exception can be entered in one of three ways:

localpart - "abuse" (matches "abuse@abc.com”,
"abuse@xyz.com", etc...)
domain - "@abc.com" (matches "john@abc.com”,

"jil@abc.com", etc...)
complete - "joe@abc.com" (only matches "joe@abc.com")

To disable the recipient exception list uncheck the 'Recipient
exception list' checkbox.

Trusted Forwarder Global Whitelist: The Trusted Forwarder Global
Whitelist (www.trusted-forwarder.org) provides a global whitelist for
SPF users. It provides a way of allowing legitimate email that is sent
through known, trusted email forwarders from being blocked by SPF
checks because the forwarders do not use some sort of envelope-
from rewriting system. By default this setting is enabled. It is
recommended to always leave this option enabled.
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Actions

After you have configured the SPF feature, you can configure what
you wish to do with mail marked as Spam. Please see the actions
paragraph for more information on the actions tab.

Anti Spam global actions

This section applies only to users who have installed GFI
MailEssentials on the Exchange 2000/2003 machine and who are
using the ‘Forward to user's spam folder function’. If you have not
installed on the Exchange 2000/2003 machine, the anti spam global
actions will not appear.

A lot of spam is sent to email addresses that no longer exist on your
server. Therefore, once you start sorting mail marked as spam to
user's junk mail folders, you will end up with a relatively large
percentage of mail that can not be sorted into someone’s mailbox.
Generally, you will simply want to delete these mails. However for
troubleshooting or evaluation purposes, you might want to move these
mails to a folder or forward them to a particular email address. This
can be done from the global actions tab in the Anti Spam properties.
To configure the global actions:

1. Right clicking on the Anti Spam node and selecting properties.
Anti-Spam Properties
Public Folder Scanning I Remate Commands  Global Actions I

Canfigures the actions that will be performed when spam cannot be moved ta
a uzer's Exchange folder because the user does not edist on the Exchange
SEMVEL

— Action

" Delete

& Faward to email Iglobalaction&@gfi.cnm
ERELE S

" Move tathe specified C:“Program Files\GFI%alE ssen
folder: I . —l

—Log
¥ Log occurence o this file:
II::'\F'ngram Filesh\GFIW ailE 2zentialssJogshantizpamalobal.log |

] I Cancel Apply

Screenshot 46 - Global actions

2. Now select whether to:
Delete the mail
Forward it to an email address
Move it to a specified folder.
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Additionally, using the 'Log occurrence to this file' feature, you can
log the spam mail occurrence to a log file of your choice.
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Spam management from the user’s
point of view

Introduction

This chapter describes how users can manage their spam. First and
foremost, it needs to be pointed out that GFI MailEssentials has been
designed to minimize spam management by the user. Its pointless
flagging mail as spam if the user has to spend a lot of time managing
his spam. That said, there are some valid actions that a user can
perform to increase the effectiveness of GFI MailEssentials. These
include:

1. Training the Bayesian filter with valid mail, flagged erroneously as
spam by GFI MailEssentials

2. Training the Bayesian filter with spam, flagged erroneously as
valid mail.

3. Adding mail senders and newsletters to the white list

In addition, users will tend to blame the anti spam package for not
receiving certain mails. Therefore, especially just after the deployment
of GFI MailEssentials, it pays administrators to give users control and
allow them to see what has been flagged as spam.

Reviewing spam mail

The recommended way to configure GFI MailEssentials is to forward
mail marked as spam by the Bayesian, keyword and header checking
spam filters to a separate subfolder in the user’'s mailbox.

. @ HEadEr ,l.'.' e PR
‘ KE?WUrd. c " -' S Fertn oo
CB Jl:-urnai *‘"‘”‘,:;Fnr
N It O e S Ly B

i

Screenshot 47 - Spam is sorted to a subfolder
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This way users can periodically check mail in these folders marked as
spam, and identify mail that might have been wrongly marked as
spam. Using separate subfolders for each filter allows the user to
immediately understand which spam filter flagged the mail as spam.

For more information on how to configure this, see the chapter
configuring anti spam.

Adding senders to the white list

|l 5 Public Folders
|| Favorites
=1 | All Public Folders
[# [ Admissions Applications
[+ &= Contacts
[# 3 Email Templates
[=] [ aFI AnkiSpam Folders
| [ Add to blacklist
| [ Add to whitelist
| [ I want this Discussion lisk
| [ This is legitimate email
| [ This is spam email

e o W e

i

Screenshot 48 - White listing an email

If a user wants to add a specific email address to the company white
list, all he needs to do is drag and drop the mail to the Public folder
“Add to white list“, located under the GFI AntiSpam public folders.

GFI MailEssentials will retrieve the mail, and add the MIME FROM
Email address (whole email not domain) to the white list.

Use this same procedure for newsletters that you wish to receive,
simply drop them in the ‘Add to white list’ folder.

Note: When dragging and dropping mail, by default Outlook will move
the mail. To retain a copy of the mail, hold down the CTRL key, which
copies the mail rather then moves it.

Adding senders to the blacklist

To add the sender of a spam mail to the company blacklist, drag and
drop the mail to the Public folder “Add to blacklist“, located under the
GFI AntiSpam public folders. GFI MailEssentials will retrieve the mail,
and add the MIME FROM Email address (whole email not domain) to
the blacklist

Adding discussion lists to the white list

Often discussion lists (NOT newsletters) are sent out without
including the recipient email address in the MIME TO and are
therefore marked as spam. If you want to receive these discussion
lists, you need to white list the email addresses of these valid list
mailers.

To add the newsletter to the company white list, drag and drop the
discussion list to the Public folder “I want this discussion list*, located
under the GFI AntiSpam public folders. GFI MailEssentials will retrieve
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the mail, and add MIME TO, CC and BCC (whole email not domain) to
the white list.

Adding spam to the SPAM database

When a spam mail arrives in the user’s inbox, which has therefore not
been flagged as spam, users should notify GFI MailEssentials of this.
Dragging the mail to the Public folder “This is spam email“, will cause
GFI MailEssentials to retrieve the mail and add it to the SPAM
database. This further improves the performance of the Bayesian
filter.

Adding HAM to the ham database

If, whilst reviewing a spam mail a user finds a valid mail, the user
should add the mail to the ham database. To do this, the user simply
drags the mail to the Public folder “This is legitimate email“. Doing this
will cause GFI MailEssentials to retrieve the mail and add it to the
HAM database, thus further tuning the Bayesian filter and avoiding it
being flagged as spam in the future.

Securing access to the public folders

If you don’t want to allow all users in your company to add email to the
ham, spam or white list database, simply limit access to the public
folder from Exchange server.

Configuring Public folder scanning via IMAP or MAPI

Anti-Spam Properties
Remate Commands  Public Folder Scanning | Global Actions I

Configure how and when GFI MailE zzentialz should zean public
folders far mail to be added to the whitelist or blacklist or to be added
to the HAM or spam databasze.

|¥ Enable Public Folder scanning
Interval in hours between scanning of the public folder: |-|

Scah now... |

" Poll public folders wia MAP! [requires GFI MailE ssentials to be installed on
the Exchange Server)

" Pall public folders wia IMAP [can be done remately]

IMAP Server: Imailsewerl &l

IMAF Part: 143
Uzer name: Igfiantispam

Password: I xxxxxxxx

|~ Use secure connection [S51)

] 4 I Cancel Apply

Screenshot 49 - Configuring Public folder scanning
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To use the public folder scanning feature, you must configure GFlI
MailEssentials to scan the public folders. To do this:

1. In the GFI MailEssentials configuration, right-click on the anti-spam
node and select properties.

2. Tick the option ‘Enable public folder scanning’.

3. Now choose how GFI MailEssentials will retrieve the mails from the
public folders:

Via MAPI (requires that GFI MailEssentials is installed on the
Exchange Server machine itself)

Via IMAP (requires that the Ms Exchange IMAP service is started).
IMAP allows you to scan the public folders remotely and also
works well across firewalls. It can also be used with other mail
servers that support IMAP.

4. If you select IMAP, you must specify the mail server name, port
(default IMAP port is 143) as well as an account and password. You
can also use a secure connection.

5. Click Test. If everything went OK, the public folders will be created
automatically. If they do not appear, check the credentials and re-test.

Creating a dedicated account to login via IMAP

If GFI MailEssentials is installed in a DMZ, for security reasons it is
recommended to create a dedicated user account to retrieve the mail
from the public folders. This user would only have access to the GFI
Anti Spam folders. To do this on Exchange 2003:

1. Before you proceed to create the user, use admin credentials and
click test to ensure that IMAP is working properly and that the public
folders have been created.

2. Create a new user. This user can have limited rights.

3. Open the Exchange System manager and go to Administrative
groups > Folders > Public Folders. Right-click on the GFI AntiSpam
public folders to bring up its properties

4. Go to the permissions tab and click on the client permissions
button.

5. Click ‘Add’ and select the user you created in step 2 and click OK.
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Client Permissions

Fole:

Cwner

Author

Add...

Micholaz Aquilina Owaner
Mick Galea Owaner Remove |
Robert &bela Owarer
David Vella Ovaner Properties... |
Anonymous Contributor
— Permizzions
Ruoles:
¥ Create items ¥ Eolder owner
¥ Fead jtems v Faolder contact
¥ Create subfolders ¥ Folder Yisible
Edit items Delete tems
= None " Mone
= Own " Own
Al & pl
0K I Cancel | Help |

Screenshot 50 - Setting user role

6. Click on the user you just added to the client permissions list and
set its role to owner. Make sure all check boxes are enabled and the
radio buttons are set to all.

7. Click OK twice to return to Exchange System manager

8. Now right-click on the ‘GFI AntiSpam Folders’, select ‘All tasks’ >
‘Propagate settings’. Enable the ‘Folder rights’ checkbox and click OK.

9. Now enter the user name you have created in the GFI
MailEssentials configuration and click test to ensure the permissions
have been set correctly.

Configuring the GFI AntiSpam folders so that posts are
hidden

If desired, you can hide the posts that users make from other users by
configuring Exchange Server to hide them.

1. Open the Exchange System manager and go to Administrative
groups > Folders > Public Folders. Right-click on the GFI AntiSpam
public folders to bring up its properties

2. Go to the permissions tab and click on the client permissions
button.

3. Click ‘Add’ and select the user/group you want to hide the posts
from and click OK.

4. Click on the user/group you just added to the client permissions list
and set its role to contributor. Make sure that only the ‘Create items’
check box is enabled and the radio buttons are set to ‘none’.

5. Click OK twice to return to Exchange System manager

6. Now right-click on the ‘GFIl AntiSpam Folders’, select ‘All tasks’ >
‘Propagate settings’. Enable the ‘Folder rights’ checkbox and click OK.
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Note: Users will only be able to post to the GFI AntiSpam folders.
They will not be able to view any mails, not even the ones they posted
themselves.

60 - Spam management from the user’s point of view GFI MailEssentials 10 Manual



Configuring Disclaimers

Introduction to disclaimers

What are e-mail disclaimers?

Disclaimers are standard text added to the bottom or top of each
outbound e-mail. They can be used for legal and/or marketing reasons

Legal reasons to use a disclaimer

E-mail disclaimers are a good start in helping companies protect
themselves from potential legal threats resulting from the contents of
an e-mail.

Basically, adding a standard disclaimer to each e-mail will help in case
you ever get sued over the content of an e-mail.

Marketing reasons to use a disclaimer

You can also use a disclaimer to add a description about the
products/services your company provides.

Note that disclaimers are only added to outbound mail.

Configuring disclaimers

To add disclaimers to your outbound e-mail, go to the disclaimer node
in the GFI MailEssentials configuration. You can add different
disclaimers for different domains and users.
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Mew Disclaimer (1) Properties

General |

|;‘1 Digclaimer Configuration

Dizclaimer will be attached to mails zent fram the following user/donmair:

Igfi.com Select » |

Posiion:  {~ Top (% Battam
HTHL Digclaimer:

Bold [RecipientName]

el fSendarieme]

Edit HTML | Iport.. | Esport. |
Text Dizclaimer:
[Recipient ame] ﬂ

[Recipientt ame]

o o

|mpart... | Export... |
(1] I Cancel | Apply |

Screenshot 51 - Adding a disclaimer

To add a disclaimer:

1. Highlight the Email management > Disclaimer node in the GFI
MailEssentials configuration. Right click the mouse, and select New >
Disclaimer.

Add Disclaimer
% Flease select whether pou would like to add
thiz disclaimer for & User or for a Domain,

Dizclairmer Type:

¥ Domain Disclaimer

" User Disclaimer
Ok I Cancel

Screenshot 52 - Selecting a user or domain disclaimer

2. Now you can specify whether you wish to add a user based
disclaimer or a domain based disclaimer. If you select domain, you
can choose the appropriate domain from the list of configured
domains. All mails sent FROM that domain will have the disclaimer
added. If you select user, you can specify a user or a group of users,
and the disclaimer will be added ONLY to mails sent FROM that user
or group of users.
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15elect User or Group
Loak in: I@ Entire Directary j
Name | I Folder I:I
%Guest gfirmalka. comdUsers -
ﬁ TzlntemetU ser gfimalta.com/Users
€3 Administrator gfimalta. com/U sers
% krbtgt gfimalta. cam/sers
ﬁ I'wiishd_MAILSERVER gfimalta. com/U sers
3 ISP MAlI SFRVER Afirnalta caradl ears j
Mame: ||
(K Cancel |
v

Screenshot 53 - Selecting the user or group for which the user based disclaimer will apply

3. If you selected a user based disclaimer, you have to specify the
user. If you have installed GFI MailEssentials in active directory mode,
you will be able to pick users or groups of users directly from active
directory. If you have not installed in Active Directory mode, you have
to specify the SMTP email address of the user.

Enter Domain B

Please select a local domain from the list,

Dromain;

ok I Cancel |

Screenshot 54 - Specifying the domain for a domain based disclaimer

4. If you selected a domain based disclaimer, you have to specify the
domain. Note that the disclaimer will only be added if the from address
specified in the mail includes the domain you specified! If you use
multiple email addresses with different domains, setup the disclaimers
for all domains that you use.

5. A new disclaimer will be listed in the right pane. You can now
double-click on the disclaimer to bring up the disclaimer properties.

6. You can specify whether the disclaimer should be put at the bottom
of the mail or at the top of the mail using the top/bottom 'Position’ radio
button. You can also change to which mail the disclaimer is added, by
clicking on the Select button and selecting the user/group or domain.

7. You can now create your disclaimer. You can create both an HTML
disclaimer and a text only disclaimer. To create an HTML disclaimer,
click on 'Edit HTML' to bring up the HTML disclaimer editor. Now enter
your disclaimer. You can insert variables using the 'Insert' menu. You
can format text and variables using the formatting toolbar at the top.
Variables are fields, which will be replaced with the real recipient or
sender name in the e-mail. You can include the following fields in a
disclaimer text: [recipient display name], [recipient email address],
[date], [sender display name] and [sender email address].

After you are ready, click on 'Close’. This will add the disclaimer to the
disclaimer properties dialog.
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Screenshot 55 - The disclaimer editor

8. You can include a text based version of your disclaimer (for text
only emails) directly from the disclaimer properties dialog. Simply
insert the text directly into the Text Disclaimer edit field. You can insert
variables using the 'Variable' button.

Insert ¥ariable E

Sender Mame
Sender E-Mail
Recipient Mame
Recipient E -t ail

Cancel |

Screenshot 56 - Including variables in your disclaimer

9. If you wish you can import or export your disclaimer using the
import and export buttons.

10. Click OK to exit the dialog.

Note: The recipient display name and recipient email address
variables will only be replaced if the mail is sent to a single recipient. If
a mail is sent to multiple recipients, the variable will be replaced with
'recipients’
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Configuring Auto replies

Introduction to auto replies

The Auto reply feature allows you to send automated replies to certain
incoming e-mails. You can specify a different auto reply for each e-
mail address or subject. You can use variables in an auto reply to

personalize an email.

Configuring Auto replies

sales@gfi.com Properties

General |

Ge=
=4&

Auto-Reply configuration

Wwhen email is zent ta: Isales@gfi. cofi

[ and subject containg: I

Auta Feply fram: Isales@gfi.com

Auto Reply subject: IThank yau far your emai

Auto Reply text:

Thank you for your e-mail ﬂ

Attachment(s):

C:hDocurments and Setti

w
4 »
i >|_I || 2
Import... | Export... | Wariable... | Hemove |
¥ Generate tracking number in subject
™ Include email sent
(] | Cancel | Apply |

Screenshot 57 - Auto-reply properties

To create an auto reply:

1. Highlight the Email management > Auto replies node in the GFI
MailEssentials configuration. Right click the mouse, and select New >

Auto reply.
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MailEssentials E |

@ Pleaze enter the email address to be uzed below:

E mail Addrezz:

Isales@gfi.com

[eq. someone@gfi.com)

OF. I Cancel |

Screenshot 58 - Creating a new auto reply

2. Enter the email address for which you wish to create an auto reply.
That means that for email sent to this email address, for instance
sales@company.com, this auto reply will be sent. Click OK. The auto
reply options dialog will now come up.

3. At the top of this dialog you can specify a subject, which the mail
must include in order to trigger the auto reply. This is optional. To
enable this, specify a subject in the edit box ‘And subject contains’.

4. Now you must specify the auto reply text: Enter the text that you

wish to be sent. To import a text file, click ‘Import...". If you wish to
include an attachment, click on ‘Add..."” and choose the file you wish
to send.

5. You can personalize the auto reply by adding variables. To do this
click on 'Variable'. The following fields are available:

Inzert Yanable x| |

From Email Field
Fram Mame Field
Subject Field

To Email Field
Tracking Mumber

Cancel |

Screenshot 59 - Variables dialog

Date Field: This will insert the date that the e-mail was sent.
From Email Field: This will insert the e-mail address of the sender.
From Name Field: This will insert the name of the sender.
Subject Field: This will insert the subject of the e-mail.
To Email Field: This will insert the recipient’s e-mail address.
To Name Field: This will insert the recipient’s name.
Tracking Number: This will insert the tracking number.
Select the variable(s) you wish to insert and click OK.
6. When you have prepared the auto reply click OK to activate it.

Other options:

Generate Tracking Number in subject: Activate this option if you
wish the auto reply to include a tracking number in the subject. The
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tracking number can be used as a point of reference for the recipient
and your company. The tracking number will be added to the auto
reply and also to the subject of the original mail. Therefore, if you
route the mail to a public folder, you can easily search for a
customer’s email based on the tracking number.

Include email sent: Activate this option if you wish the auto reply to
include the e-mail text that was sent.

Auto reply from: You can specify a from email address for your auto
reply.

Auto reply subject: You can specify a fixed subject for your auto-
reply.

Note: When creating auto reply text, be sure not to format the body
text beyond 30-40 characters per line. Alternatively do not include
carriage returns. This is because some older mail servers will truncate
the line at 30-40 characters. If your text is longer than that and
contains a return at the end of the line, you message will be truncated
as follows:

Example:

This is a long text line with a return at the end. It looks fine in my editor
This is the next line

Might look like this:

This is a long text line with a return at the end. It looks

fine in my

editor

This is the next line

Therefore many newsletters that you receive are formatted to avoid
this.
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Configuring Mail Monitoring

Introduction to Mail monitoring

"Hii GFI MailE ssentials Configuration

J Action  Yiew |J & -D|||@

Tree I 4 ail bonitaring Rule I Inbound/Dutbound
[_1 Conzole Foat @Monitor Incarning Email Inbiound
=B GFI MailE ssentials
EI@ Anti-5pam
----- 1 Whitelist

----- B Custorn Blacklist

----- @ Bayesian Analysiz

--¢%) DNS Blacklist

% Header Checking

----- £k Kewward Checking

=% Email Managemert

@ Lizt Server

----- =f Disclaimers

[—]@,. Mail &rchiving
@ Search Mail Archive

----- @ 14 ail Fanitaring

-y Auto-Replies

ﬁ Reparting

1% General

-{Z8) Version Information

----- Licensing

GFI FAxh aker

g GFI Suppart

{8 GFI MaiSecurity

% POPZExchange

|Done

Screenshot 60 - Monitor specific email addresses

The mail monitoring feature allows you to send a copy of mails sent to
or from a particular LOCAL email address to another email address.
This allows you to keep a central store of e-mail communications of a
particular person or department.

Because you can configure the mail to be copied to an email address,
all e-mail can be stored in an Exchange or Outlook store, so that you
can easily search for e-mail. Mail monitoring can therefore be used as
a replacement for Mail archiving.

Configuring Mail monitoring

Mail monitoring can be configured from the Mail monitoring node. To
monitor a particular email address or domain:

1. Highlight the Mail monitoring node in the GFI MailEssentials
configuration. Right click the mouse, and select New > Inbound mail
monitoring rule or New > Outbound mail monitoring rule,
depending on whether you want to monitor outbound mail or inbound
mail with this rule.

2. You will be asked for the email address/mailbox to which you wish
to copy the mail. You can specify the email address of a manager or
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specify an email address associated with for example a public folder.
Click OK. The monitoring rule properties will appear.

New Inbound Mail Monitoring Rule Properties
tdail b onitoring | Exceptions |

b ail monitoning allows you to copy mails sent to and from a specific
email address or domain.

Copy monitared email to:

Uzer/Email Address: Iarchive@gfi.com Select » |

If sender is I Select » | and
recipient is I Select » |

IF zender iz *@* and recipient is davidvi@gfi com

Add Remave |

QK | Cancel | Apply |

Screenshot 61 - Configuring mail monitoring

3. Now specify which email correspondence you wish to monitor by
clicking on the sender and the recipient buttons respectively. Click
‘Add’ to add the mail monitoring filter. You can specify multiple filters.

You can specify both the sender and the recipient of an email,
meaning that you can monitor rules from one person to another
person. You can also monitor mail from one person to an entire
company (domain), or monitor all mail of a particular user. To monitor:

All mail sent by a particular user: Create outbound rule, specify
sender email or select user (if using AD) in the sender field and
specify the ‘all mail’ (*@%*) in the recipient field.

All mail sent to a particular user: Create inbound rule, specify
recipient email or select user (if using AD) in the recipient field and
specify ‘all mail’ (*@%*) in the sender field.

Mail sent by a particular user to an external recipient: Create an
outbound rule, specify sender or select user (if using AD) in the
sender field. Then enter external recipient email in the recipient field.

Mail sent to a particular user by an external sender: Create an
inbound rule, specify external sender email in the sender field. Then
enter the user name or user email address in the recipient field.

Mail sent by a particular user to a company or domain: Create an
outbound rule, specify sender or select user (if using AD) in the
sender field. Then specify the domain of the company in the recipient
field. To do this select 'domain’ when clicking on the recipient button.

Mail sent to a particular user by a company or domain: Create an
inbound rule, specify domain of the company in the sender field. To do
this select 'domain’ when clicking on the sender button. Then enter the
user name or user email address in the recipient field.
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Exceptions

You can configure exceptions to the rule from the exceptions tab.
Here you can exclude mails sent from or to the CEO for example.

Monitor new sales guy Properties
Mail Monitaring ~ Exceptions |

V'ou can exclude mail from the b ail Monitoring rule based on sender
ar recipient.

Except if sender iz

Sender | | add.
rief@exception. conm

Remaove

!

Except if recipient i

Recipient | add

I

Remove

QK | Cancel | Apply |

Screenshot 62 - Creating an exception

Note that the exceptions are both applied. E.g. all senders listed in the
sender exception list and all recipients listed in the recipient list will
NOT be monitored.

Enabling/Disabling mail monitoring

You can enable/disable all mail monitoring rules temporarily by
switching off inbound/outbound mail monitoring. This can be done
from the Mail monitoring properties dialog, which can be accessed by
right-clicking on the mail monitoring node

Mail Monitoring Properties B
il bonitaring |

(9 b ail Monitoring Configuration

[V Enable Inbound Monitaring

[V Enable Dutbound Maritaring

Ok, I Cancel | Al |

Screenshot 63 - Enable or disable mail monitoring

You can also disable an individual mail monitoring rule temporarily, by
right  clicking on the rule and selecting disable.
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Configuring the list server

Introduction to list servers

List servers allow you to create two types of distributions lists:

1. A newsletter subscription list. — this type of list can be used for a
company or product newsletter. The big advantage over using
normal emailing software, is that creating a list allows users to
unsubscribe or subscribe to the list.

2. A discussion list — this type of list allows a group of people to hold
a discussion via email, with each member of the list receiving the
mail that a user sends to it.

Typically, list server software is very expensive. Furthermore it
required that you run the list server on a separate machine from the
Exchange server, since port 25 is already taken by Exchange.

GFI MailEssentials now brings powerful list server capabilities to
Exchange Server users, at a small price and without the need to
dedicate an additional machine for the list server alone.

Requirements of the list server feature

The list server feature requires the installation of Microsoft Message
Queuing Services. This is a scalable system service developed by
Microsoft to enable high volume event processing. GFI MailEssentials
10 uses this service. It is included with every Windows 2000/2003 and
XP version, although not always installed by default.

To check whether it is installed and if not how to install it, see the last
paragraph of this chapter.

Creating a list

To create a newsletter list:

1. Right-click on the email management > list server node and select
New > Newsletter
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@ Configure the list name, domain ahd additional options for this list.

List name:

INewsIettel

‘which domain will the list uze? [Only relevant if pou have multiple damainz.)

|GFIMALTA.COM =]

List email addrezzes:

List address: Mewsletten@GRIMALTA. COM
Subscribe: Mewsletter-subscribe@EFIMALTA COM
Unzubscribe: Mewsletter-unsubscribe@GFIMALTA COM

< Back I Mext > I Cancel

Screenshot 64 - Creating a new newsletter list

2. The general list dialog will appear. Here you can enter a hame for
the list, and also specify the domain of the list (if you have multiple
domains). Click Next to continue

Database

— Databasze backend

Select whether you would like to uze an Microsoft Access database or a
Microzaft SALAMSDE database.

Database backend:

% Microsoft Access
" Microsoft SALAMSDE

—Databaze type

Select whether yau would like to uze a Custon or Automatic databaze.

If you choze the automatic databaze the subscribers databasze will be
automatically created. IF pou chose the custom database pou will be able ta
uze an exizting database for pour subscribers list,

Databaze type:
¥ Automatic

™ Existing [be sure to have reviewsd the manual and made a backup
first.)

< Back I Mext » I Cancel

Screenshot 65 - Specifying database backend

3. Next you need to specify the type of database backend. For smaller
lists of up to 5000 members, you can use Microsoft Access as a
backend.
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4. You can specify whether GFI MailEssentials should create a new
database or connect to an existing database. The latter allows you to
use an existing customer database for the newsletter list. Click Next

— Current databaze zetting

@ D atabase type:

D atabase location:  C:A\Program Files\GFl4MallE szential:\DAT A\Ne

D atabase table: Mewsletter_subscribers

— Mew database setting:

File: C:\Pragram FileshGFI4 ailE zzenti Browse... |

Test |
< Back I Firiish I Cancel |

Screenshot 66 - Specifying Microsoft Access details

5. If you selected ‘Automatic’ and selected Microsoft Access as the
database backend, you have to configure a file hame and location for
the database. Click Finish to end the wizard. The wizard will confirm
creation of database and table. The newsletter list will now be created
in the right hand pane and you can further configure its options by
right clicking on the list and selecting properties

— Current databagze settings

Database twpe:

Database location: <ot st

Database table: Mewsletter?_subscribers

— Mew database settings

Server: I j Refrezh |

Databaze: I < default> ﬂ

Lzer: I

Password: I

Test |
< Back I Finigh I Cancel |

Screenshot 67 - Specifying SQL server details

GFI MailEssentials 10 Manual Configuring the list server - 75



If you selected ‘Automatic’ and selected Microsoft SQL server, you
can configure the SQL server name, the database and the credentials.
Click Finish to end the wizard. The wizard will confirm creation of the
table. The newsletter list will now be created in the right hand pane
and you can further configure its options by right clicking on the list
and selecting properties

— Current database setting

@ [ratabase type:

Database location:  <not setx

Database table: <hot setx

— Mew databaze zetting:

File: I Browse...
Table: I j
Test |

< Back I Mest > I Cancel |

Screenshot 68 - Specifying existing Microsoft Access database file and table

6. If you selected ‘Existing database’ and selected Microsoft Access
as the database backend, you have to enter the path to the file name
and enter the table name which contains the subscriber members.

Then you have to map the EMAIL field to a string value field
containing the email address. In addition you have to map the
UNSUBSCRIBE field to an integer (or Boolean) value field which will
be used to define whether the user is subscribed to the list or not. This
field is there so that when a user unsubscribes from the list we do not
delete the user's entry, but rather just unsubscribe them from the list.

If you selected Existing database and selected Microsoft SQL server
as the database backend, you have to enter the SQL server details,
as well as the table name which contains the subscribers and the
credentials to logon to the database. Then you have to map the fields
as described above.
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Database

— Current database setting

Databage twpe:

Database location:

['atabase table:

M5 SOL/MSDE
<nat zety

<nat zetk

—Mew database settings

Server I

j Refresh |

D atabase:

I <default:

=

Table: I

=

User: I

Password: I

Test |

< Back I Mext > I

Cancel |

Screenshot 69 - Specifying existing SQL server table

Newsletter properties

After you have created the newsletter list, you can further configure its
properties. To do this, right click on the newsletter in the right hand
pane and select ‘Properties’. This brings up the newsletter properties

dialog.

Newsletter Properties E

Gieneral |Database| Fonterl F'ermissionsl Subscribersl

@ Configure the lizt name, domain and additional options for this list,

Lizt name:

Wwhich domain will the list use? [Only relevant if pou have multiple domains. )

GFIMALTA.COM

Lizt email addreszes:

List address: Mewsletter@GEFIMALT A COM
Subscribe; Newsletter-subscribe@GFIMALTA.COM
Unzubscribe: Newsletter-unsubscribe@GFIMALTA COM

[ Automatically unsubscribe NDR= and move NDR to following falder:

I Browse. . |

Ok

| Cancel I

Apply

Screenshot 70 - General newsletter properties
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The general newsletter properties dialog allows you to change the list
name, as well as its domain. In addition you can specify that if the list
server receives an NDR, it automatically unsubscribes the user.

— Current database seftings

f@ Database type;

D atabaze location:

C:“Program Filez\GFI%WM ailE zzentialhDAT ANz

[ atabaze table: discuzsion2_subscribers

— Mew databaze zettings

' MS Access " MS SOL/MSDE

File: C:MProgram Files\GF1MailE zzenti Browse. .. |

Test |

< Back I Finizh I Cancel |

Screenshot 71 - Database newsletter properties

In the database tab, you can modify the database settings of the list.
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Creating a custom footer for the list

Newsletter Properties E

Eenerall Database Foater |F'ermi$si-:n$| Sub@:ribersl

Configure the text and HT ML footers for emaile generated by this list.

HTHML Footer:

List address: Newsletten@GFIMALT A COM
Bubszcribe: Mewsletter- subseribe@GFIMALT & COM
Unsubscrbe: Mewsletter-unsubscribe@OFIMALT A COL

Text Footer:

List addreszz Mewsletter@GFIMALT A, COM
Subzcribe: Mewslatter-subzcribe@GFIMALT A COM
Ursubscrbe: Newsletter-unsubscribe@GFIMALT A COM

Wariable... |

0k | Cancel | Boply |

Screenshot 72 - Footer newsletter properties

The footer tab allows you to configure a custom HTML or text footer.
This footer will be added to each mail. Click Edit HTML to create an
HTML footer.

Use the footer to communicate how users can subscribe to the list and
unsubscribe from the list.
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Setting permissions to the list

Newsletter Properties

General | Database | Footer Permissions | Subscribers |

ta thiz newsletter. You can optionally zet & password that permitted uzers

ﬁ Only uzers that are prezent on the list below are permitted to zend email
will be required to uze when sending email ta the list.

Ernail |

Add...
ﬂ melSicompary. com
Bemove |

¥ Password required:

Ixxxxxxxxxxxxxxxx

0K | Cancel I Apply |

Screenshot 73 - Setting permissions to the newsletter

The permissions tab allows you to specify who can submit a mail to
the list. If you do not secure the list, anybody can send a mail to the
entire list by sending a mail to the list address! Click Add to specify a
user with permissions to submit a mail to the list.
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Adding subscribers to the list

General | Database | Foater | Permissions  Subsciibers |

The lizt below contain: the complete list of subseribers for thiz list. Use
the buttons on the right to modify the subscriber list.

Ernail | Add..

! me 'Ej COMpany. com

Remmove

Edit...

Pl

There are a total of 1 zubscribers on this list

[ Delete uzer from database when he unsubscribes.

0K | Cancel I Apply |

Screenshot 74 - Entering subscribers to the newsletter

The subscribers tab allows you to add/remove users to the list
manually. However, we recommend that you allow users to subscribe
specifically to the list. If you import users, and have not specifically
asked their permission to be added to the list, you might get spam
complaints. Therefore if anything send out a mailing asking them to
subscribe at newsletter-subscribe@yourdomain.com

Operating the newsletter list.

Sending a newsletter

Sending a mail to the entire list is very easy. Members who have
permission to send a mail to the list (This is configured from the
permission tab in the newsletter properties), just send the mail to the
newsletter list mailing address, which is
<newslettername>@yourdomain.com

Subscribing to the list

We recommend that you allow users to subscribe specifically to the
list. If you add users to the list without specifically asking their
permission, you might get spam complaints. Therefore we recommend
sending out a mailing and asking them to subscribe by sending a mail
to <newslettername>-subscribe @yourdomain.com

Subscription process

To subscribe to a newsletter, a user has to send a subscription
request to <newslettername>-subscribe@yourdomain.com. Upon
receiving the request, the list server will send a confirmation email to
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the user. Only after confirming his subscription by replying to the
confirmation email, will the user be added as a subscriber. The
confirmation email is required and can not be turned off. It will save
you a lot of spam complaints.

Unsubscribing from the list

To unsubscribe from the list, users simply send a mail to
<newslettername>-unsubscribe @yourdomain.com

Adding a link to your web site

To allow users to easily subscribe to your newsletter, simply add a
small web form which asks for name and email address and direct the
output to the <newslettername>-subscribe @yourdomain.com

Creating a discussion list

Creating a discussion list is largely the same as a newsletter list. To
create a discussion list:

1. Right-click on the Email management > list server node and select
New > Discussion list

2. The general list dialog will appear. Here you can enter a hame for
the list, and also specify the domain of the list (if you have multiple
domains). Click Next to continue

Database

— Current database settings

@ [atabase tppe:
[atabase location:  C:%Program FileshGFI4 alE szentialshDATA iz

[atabasze table: discuszionZ?_subscribers

—Mew database setting:

& M5 Access M5 SEL/MSDE

File: C:\Program FileshGFISMailE ssenti Browse... |

Test |
< Back I Finish I Cancel |

Screenshot 75 - Specifying database backend

3. Next you need to specify the type of database backend. In general,
we recommend using Microsoft SQL server if you have more then 5
lists OR one of the lists has more then 1000 members.
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Database E

— Current database setting

@ D atabase type:

D atabase location:  C:A\Program Files\GFI\MalE ssentials DAT ANMe

[ atabase table: Mewsletter_subscrbers

— Mew databaze zetting:

File: C:MPragram Files4GFl4 allE szenti Browse... |

Test |
< Back I Finizh I Cancel |

Screenshot 76 - Specifying Microsoft Access details

4. If you selected Microsoft Access, you can configure a file name and
location for the database. Click Finish to end the wizard. The wizard
will confirm creation of database and table. The discussion list will now
be created in the right hand pane and you can further configure its
options by right clicking on the list and selecting properties

— Current databagze settings

Database twpe:

Database location: <ot st

Database table: Mewsletter?_subscribers

— Mew database settings

Server: I j Refrezh |

Databaze: I < default> ﬂ

Lzer: I

Password: I

Test |
< Back I Finigh I Cancel |

Screenshot 77 - Specifying SQL server details

If you selected Microsoft SQL server, you can configure the SQL
server name, the database and the credentials. Click Finish to end the
wizard. The wizard will confirm creation of the table. The list will now
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be created in the right hand pane and you can further configure its
options by right clicking on the list and selecting properties

Discussion list properties

After you have created the discussion list, you can further configure its
properties by right clicking on the discussion list and selecting
‘Properties’. This brings up the discussion list properties dialog.

discussion Properties
General I Databasel Footerl Subscribersl

@ Configure the ligt name, domain and additional optiong for this list.

List mame:

Which domain will the list uze? [Only relevant if you have multiple domains. )

| GFIMALTA.COM =l

List email addresses:

List address: discussion@GEFIMALTA.COM
Subsorbe: discussion-subscribe@GFIMALTA.COM
Unsubscribe: discussion-unsubscibe@GFIMALTA COM

[ Automatically unsubscribe NDR s and move NDR to following folder:

I Browse... |

kK | Cancel I Apply |

Screenshot 78 - General discussion list properties

The general tab allows you to change the list name, as well as its
domain. In addition you can specify that if the list server receives an
NDR, it automatically un-subscribes the user. In the database tab, you
can modify the database settings of the list.

Creating a custom footer for the list

The footer tab allows you to configure a custom HTML or text footer.
This footer will be added to each mail. Click Edit HTML to create an
HTML footer. Use the footer to communicate how users can subscribe
to the list and unsubscribe from the list.

Adding subscribers to the list

Adding subscribes to the list is identical to adding subscribers for a
newsletter list. The subscribers tab allows you to add/remove users to
the list manually.

Importing subscribers to the list / Database structure

When you create a new newsletter OR discussion list, the
configuration will create a table called 'listhame_subscribers' with the
following fields as shown in the table below.

If you wish to import data into the list, simply ensure that the database
is populated with the correct data in the correct fields.
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Field name Type Default Value Flags Description

Ls_id Varchar(100) PK Subscriber ID

Ls_first Varchar(250) First name

Ls_last Varchar(250) Last name

Ls_email Varchar(250) Email

Ls_unsubscribed | Int 0 NOT Unsubscribe flag
NULL

Is_company Varchar(250) Company name

Table 1 - Fields automatically created for the list

Installing the Message Queuing services (MSMQ) on Windows 2000

The Messaging queue is a scalable system service developed by
Microsoft to enable high volume event processing. GFI MailEssentials
uses this service. It is included with every Windows 2000/2003 and XP
version, although not always installed by default. To check whether it
is installed or install it;

1. To check if it is installed, simply go to Control Panel > Add/Remove
Programs > Windows Components. The Windows components wizard
will appear. Now check if a tick mark is present next to 'Message
Queuing Service'.

Windows Components Wizard

Window: Components T
ou can add or remove components of Windows 2000, @

e
To add or remaove a component, click the checkbox, A shaded box means that anly
pait of the component will be installed. To see what's included in & component, click
Detail.
Components:
F Indexing Service 00ME =
%Inlemet Infarmation Services (I15] 183 ME j
O Eg] Management and Monitoring Tools 0.9 mMBe
M @ Message Queuing Services 26 MB
1 2= Nehanrkinn Services N1 A :I

Description:  Message Queuing provides loosely-coupled and refiable network
communication services.

Total dizk space required: 2E6ME Bl |
Space available on disk: 15485 MB —
¢ Back I Mext > I Cancel |

Screenshot 79 - The Windows components wizard

2. If there is no check mark selected, you need to install the Message
gueuing service. To do this, select the checkbox and click Next. You
will need to have your Windows 2000 CD handy.
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Windows Components Wizard

Mezzage Queuing Type
Pleaze select the type of mezzage queuing software o install

Select an MSMO type:

Independent clients store meszages locally, and can send and receive messages
even when not connected to a network.

[~ Manually select access mode to Active Direchary

(" Dependent client

Dependent clients do not store message locally, and must be connected ta their
supporting zerver to send and receive messages.

¢ Back I Mext > I Cancel

Screenshot 80 - Selecting the Message Queuing type

3. You will now be asked to select what type of queue to install. Select
'independent client'.

Windows Components Wizard

Mezzage Queuing Server
Please specify the name of a computer running MSME.

Setup did not locate a server runhing Mezzage Queuing that provides directorny
zervices. Choose if Message Queuing will uze a directony service:

" Megsage Queuing wil access a directory service
Specify a domain contraller running Message Queuing (or M5MA 1.0 PEC or PSC]

Damain controller:

= | Buthenticate MERE L0 cantollen semvers

(+ Message Queuing will naot access a directary service

Mezzage Queling on this computer will anly support creation of private queues and
direct connections with other computers running Mezsage Queuing.

¢ Back I Mext > I Cancel

Screenshot 81 - Message queue will not access a directory service

4. After you select independent, you will be asked if the Message
Queue will be connecting to a directory service. Select 'Message
Queuing service will not access a directory service'. Select Next. The
Message Queuing service will now be installed.
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Configuring Mail Archiving

Introduction to Mail archiving

The archiving feature allows you to archive all in- and outbound mail.
This feature can be used to store a history of your emalil
communications. In some countries and industries this is required by
law.

Configuring Mail archiving

Mail archiving | Exceptions |

Configure the options for inbound and outbound mail archiving,

— Optionz

v Enable inbound archiving. ¥ Enable outbound archiving.

— Settings

€ Archive mails to a test file. [EGrfEuTE:.. |

& &rchive mails to databaze:

V¥ Save email attachments.

D atabase type: IMicrosnfl Aocess j Test |
File: |E:\Prngram FilestGFIMailE ¢ Browse... |

0K I Carcel Apply

Screenshot 82 - Archiving properties

To archive mail:

1. In the GFI MailEssentials configuration, highlight the mail archiving
node, right click and select properties. This brings up the Mail
Archiving properties dialog.

2. You can now specify to archive inbound and/or outbound mail.

Enable Inbound archiving: Select this option to enable archiving of
inbound mail.

Enable Outbound archiving: Select this option to enable archiving of
Outbound mail.
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3. Then choose whether to archive mail to a database or to a text file.

4. If you want to archive mail to a text file, click on the button
'‘Configure’ to select the location and filename to which MailEssentials

should archive the mail.

Be sure to select a drive with ample disk

space! Note: If you archive to a text file, attachments will not be

archived.

5. If you want to archive mail to a database you have to select which
database you wish to use. Although you can archive mail to an access
database file, this is not very practical, considering the amount of data

that will be archived.

Mail Archiving Properties

Mail drchiving | Exceptions |

Configure the optionz for inbound and outbound mail archiving.

— Options

¥ Enable inbound archiving.

¥ Enable outbound archiving.

— Setting:
 Archive mails to a test file.

& Archive mails bo database;

¥ Save email attachments.

[Earfaures. |

Databasze twpe: | SALMSDE j Test |
Server: [+RCH_DB | Refiesh |
D atabage: I j
zer: I
Pasgmond: I
ok | ceneel | apab |

Screenshot 83 - SQL server settings

6. Select SQL/MSDE (note that if you select MSDE there is a limit of 2
gigabyte) and specify server name, database and credentials.

Configuring the search page (AWI)

Mail archived by the archiving module can be searched using a web
based front end, called the Archive Web Interface (AWI). To use this
front end, you have to configure IIS and configure the asp search

page included with GFI MailEssentials. To do this:

1. Start up Internet Services Manager, right click on the Web Site
node, and from the popup menu select New — Virtual Directory.
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¥irtual Directory Creation Wizard i il

Virtual Directory Alias o
rou must give the virtual directory a short name, or alias, for quick reference.

Type the ahaz pou want to uze to gain access to thiz Web wirtual directom. Use the
Fame naming conventions that you would far naming & directary,

Aliaz:
A

¢ Back

Carncel I

Screenshot 84 - Specifying an alias for the virtual directory

2.This will start the Virtual Directory Creation Wizard. Click Next to
continue. Now you need to enter an alias for the virtual directory. In
this case it is AWI, but you can enter whatever name you like, as long
as it follows the folder naming conventions used in Microsoft
Windows.

3. Now enter the path where the content is located. Select browse,
and select the folder AWI\wwwroot in the MailEssentials installation

path.
¥irtual Directory Creation Wizard 5 x|
‘Web Site Content Directory o
YWhere iz the content you want to publish on the 'web zite?

Enter the path to the directony that containg the content,

Directany:

E:\Program Files\GFI4WM silE ssentials Al wmroot Browse... |

< Back Cancel

Screenshot 85 - Pointing to the AWI web folder
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Y¥irtual Directory Creation Wizard )

Access Permizzions
Wwihat access permizzions do you want to zet far this virtual directory?

Allaw the following:

Fun zcripts [such as ASP]

v
™ Ewecute [such as ISAP| applications or CGI)
[ wiite

[ Browse

Chick Mext to complete the wizard.

< Back I Mest > I

Cancel

Screenshot 86 - Setting permissions

4. Next we need to set the access permissions. Tick ‘Read’ and Run
Scripts only. Do not tick any of the other check boxes. Now click next
to finish the Virtual Directory Creation Wizard.

5. Right-click on the newly created virtual directory, located under the
web root of your web site server and select properties.

6. In the Virtual Directory tab of the properties dialog, tick the ‘Read’,
the ‘Log Visits’ and the ‘Index this resource’ check boxes. For Execute

Permissions, select Scripts Only.

7. Press OK to close the properties dialog. The Virtual Directory has
been set-up and you can now test access to it.

AWI Properties

21

Wirtual Directory | Documents | Directom Securty | HTTP Headers | Custom Enors |

YWwhen connecting to thiz resource, the content should come froni:

& i directory located on this computes

" & share lozated on another computer
" & redirection to a LURL

Local Path:

[ Script source access W Log wisits
¥ Bead V¥ Index this resournce
[ wite

[ Directom browsing

IE:'\F'rogram Files\GF1 WM ailE ssentialssawliy Browse. .. |

Application Settings

Application namme: IAWI

Starting point; <Default \Web Sites A

E xecute Permizsions: IScripts only >

i

Application Pratection: IMedium [Poaled)

Femove

Configuration...

Al

Whload

O, I Cancel | Lpply |

Help

Screenshot 87 - Setting Virtual Directory properties
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Securing the Archive Web Search Interface

Since the Archive Web Interface provides access to all the emails
archived by MailEssentials, it is important to setup proper
authentication and security for this web server and virtual directory.
There are three ways to secure the Search Interface. These are Basic
Authentication, Digest and Integrated Windows Authentication.
Integrated Windows Authentication is the preferred choice in an Active
Directory environment, because it makes the authentication process
seamless, since initially it does not prompt users for their user name
or password information. Rather, it uses the current Windows user
information on the client computer for authentication. If you are
installing GFI MailEssentials in a DMZ, you must use Basic
authentication.

The following steps show how to secure access to AWI:

1. Open up Internet Services Manager. Right click on the Archive Web
Interface virtual directory under your server web site and select
properties.

2. Under the Virtual Directory tab make sure to deselect Directory
Browsing.

3. Select the Documents tab and remove all the default documents
except for default.asp

Vitual Directory  Documents | Directory Secunty I HTTP Headers I Cuztom Ermrors I

—Iv Enable Default Document

| Bemove

—1 Enable Document Footes

il

I Brawse..

0k I Cancel | Apply | Help |

Screenshot 88 - Specify default document

4. Next select the Directory Security tab and click on the Edit button
for the Anonymous access and authentication control group.

5. Select Integrated Windows authentication (recommended if
installed on the internal network) OR Basic Authentication check box
(if installed in the DMZ). Ensure Anonymous access is deselected.
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x
&

Mo uzer name/password required to access thiz resource.

Account used for anonymous access: Edit... I

—Authenticated access

For the follawing authentization methods, uzer name and pazsward are
required when

- anonymous access is dizabled, or

- access 13 resticted using NTFS access control lists

[ Basic authentication [password is sent in clear text]

Select a default domair: Edit... |

[ Digest authentication for Windows domain servers

¥ Integrated ‘Windows authentication

0k I Cancel I Help |

Screenshot 89 - Select authentication method

If using Integrated Windows authentication, then authentication will
occur against Active Directory. This means you do not need to
configure additional users. If you wuse basic authentication,
authentication will occur against the local user database on the
machine. In this case you must create user names and passwords on
that local machine. For more information on securing IIS, please
review the 1IS documentation.

Be sure not to allow anonymous access!

6. Now restrict access to the accounts you want by using NTFS
permissions. Open up Explorer and navigate to the MailEssentials
folder. Right click on the MailEssentials folder and select properties
and then the Security tab.

MailEssentials Properties 2 x|

Generall Wwieh Sharingl Sharing  Security I

M arne | Add

Administrators [STEFAMFA\Adminiztratars]
Remove |

Permiszions: Allow Dery
Full Caontrol O
klodify O
Read & Execute O
List Folder Contents O
Fiead O
Wirite O

Advanced... |

u Allow inheritable permizsions from parent to propagate to this

object
0K I Cancel Apply

Screenshot 90 - Setting permissions
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7. Add / remove the users / groups you want to allow access to the
Archive Web Interface. To allow access only to users forming part of
the administrators group you would set the security tab as in the
screenshot. Click OK. You have now secured the Archive Web
Interface.
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Generating Mail Reports

Introduction

The GFI MailEssentials Mail reporter allows you to generate useful
reports regarding inbound and outbound mail traffic. For example, you
can generate reports on number of mails sent per user, per domain, or
just daily statistics of mail traffic.

78, MailEssentials Reporter
File Tools Reports Help
» s
MGFI SECURITY & MESSAGING SOFTWARE @_
Inbound - User Communications Report
Listing top 30 |
. Fmal | Size | _NoofEmails |
downloads@gfi.com 8.732 MBytes 6307 e
sales@gfi.com 23 B45 MBytes 1350 @
salesusa@oficom 5.000 MBytes 695 @ |
emaitestinai@afi com 2,020 MBytes 486 9
support@gficom 92.092 MBytes 219 9
andrem@@ofi.com 9.561 MBytes 303 9
angelica@gfi.com 11.971 MBytes 188 e
Denise@afi.com 5250 MBytes 149 O
davidvi@afi.com 45 441 MBytes 146 9
simonetta@ofi cam 4391 MBytes 132 9
orders@afi.com 922250 KBytes 121 9
stefan@gficom 1 447 MBytes 17 ©
roberti@gti.com 4938 MBytes 12 Q@
ngalea@gfi.com 11324 MBytes a7 @ =l
|F\Eady I

Screenshot 91 - The MailEssentials reporter

Configuring GFI MailEssentials reporter

Reporting data is generated from data logged to a database. GFlI
MailEssentials can log data to a Microsoft Access file or to a Microsoft
SQL server database.

For larger networks, we recommend using Microsoft SQL server. If
you do not have Microsoft SQL server, or if the database server is not
accessible from where you have installed GFI MailEssentials, you can
use the Microsoft Access format to log data to. This capability is built
in to the operating system and does not require the installation of
Microsoft Access. Note however that a file limit of 2 gigabytes is
imposed on the file. Before the file reaches that size you need to start
logging to a new database.

To configure the database type to which GFI MailEssentials should log
to:

1. In the GFI MailEssentials configuration, go to the Email
management > Reporting node.
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2. Right click on the node and select properties. This will bring up the
reporting properties dialog. Click on the configure button.

3. Specify Microsoft Access or Microsoft SQL server.
4. If you specify Microsoft Access, specify the file name and location.
Database

— Cument databaze zettings

f@ D atabaze type: M5 Access

[atabaze location: E:%Program FileshGF1W SIlE zzentialz\reporter

— Mew databaze setiings

M5 Acocess & M5 SOLMSDE

Server: j Refrezh |
Database: I <defaulty j

L zer: I

Pazzwond: I

Test |
oK I Cancel |

Screenshot 92- Configure database

5. If you specify Microsoft SQL server, specify the server name and
the credentials.

6. Click Test to ensure you have configured the database correctly.
Click OK to exit.

Daily spam report

5, GFI MailEssentials Reporter M =] B3
Fle Tools Reports Help

msri SECURITY & MESSAGING S[IIFI'\MI\I!E%d

Daily Spam Report

Total Total Keyword Header q Spam
Day Processed Spam Chg‘[:(ing Checking Rl Perc’;nlage
BM2/2003 4293 830 366 450 14 19%
6312003 T4a4 1816 788 1101 27 26%
6472003 4775 1648 o 94 24 3%
BH5/2003 3081 1458 567 867 24 47%
BME/2003 4495 1253 504 30 19 28%

Total Processed Total Spam | Keyword Checking  Header Checking Blacklist Spam Percentage
24128 7105 2935 4062 L] 29%

Copyright GF| Softw

[Feady

Screenshot 93 - Daily spam report
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The Spam report shows you how much spam MailEssentials caught
as a percentage of total mails received.

The daily spam report can be generated via the Reports > Daily Spam
menu option. This will bring up the report options dialog. You can
specify the following options for the report:

Daily Spam Report

— Report Options

Sort column
>

™ Multiple page report
Eecords per page I 50

— Filter Optionz

Specific Email

Date Range
IND Date Range j
Eram e

[oa/08/2003 x| [osssrzo03 ]

Repart I Cloze |

Report Options

‘Sort column’ allows you to specify whether the report should be
sorted by date, total spam processed, keyword checking etc. For
example, if you sort on keyword checking, it will list the days on which
most emails were caught via keyword checking at the top.

‘Multi Page report’ allows you to specify the number of days you wish
to display on each page.

Filter options

‘Specific email’ This filter option allows you to limit the report to a
specific email address.

‘Date range’ This filter option allows you to limit the report to a
specific date range.

When you have specified the report options, click on the ‘Report’
button to start generating the report. The report will be shown in the
main window.
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Anti Spam rules report

#%, GFI MailEssentials Reporter

Fle Tools Reports Help

mcri SECURITY & MESSAGING S[]FI'\!W\I!E%;I

Anti-Spam Rules Report

Blacklist 108

Recipiert hlacklisted

Sender blacklisted 14

4062
7
1640
Email found in subject 395
Email has different SMTP TO: and MME TO: fislds in ths smail addresses 565
Email headler contains & malformed MIME From: field 277
From fisld empty
Humber of numbers in MIME From exceeds maximum threshold

Header Checking
Character set not allowed
Email contains remote images

=

2935
1750
349
836

Keyword Checking
Found word(s) i the HTML body
Found word(s) inthe subject
Found word(s) in the Text body

Copyright

[ready

Screenshot 94 - Anti Spam rules report

The Anti spam rules report shows you how much spam each anti-
spam method caught.

The anti spam rules report can be generated via the Reports > Anti
Spam rules menu option. This will bring up the report options dialog.
You can specify the following options for the report:

‘Specific email’ This filter option allows you to limit the report to a
specific email address.

‘Date range’ This filter option allows you to limit the report to a
specific date range.

When you have specified the report options, click on the ‘Report’
button to start generating the report. The report will be shown in the
main window.
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User usage statistics

— FReport Type

& " Dutbound Only " Both Directions
— Report Dptions
Sart column Ernail Direction
IEmaiI Address j Ilnbound j
[~ Highlight user recards when the following conditions match
Direction Armount more than
IHeceived mail j I 1 |MBytes j
[~ Display top recards only for curent sort colurnn
Tiom I 1

™ Multiple page report
Becords pen page I a0

— Filter Option:

Specific Email Date Fange

IND Date R ange j

Erarm o
|odsosr2003 | [odsez00z 7|
Repart I Cloze |

Screenshot 95 - User usage statistics filter dialog

The user usage statistics report gives you an overview of how many
emails users send or receive and how large their sent or received
emails are.

The user usage statistics report can be generated via the Reports >
User usage statistics menu option. This will bring up the User usage
statistics report options dialog. You can specify the following options
for the report:

Report Type

‘Report Type’: Allows you to specify whether you wish to report on
inbound or outbound emails, or both.

Report Options

‘Sort by’ allows you to specify whether the report should be sorted by
email address, by number of emails, or by the total size of the emails.
For example, if you sort on number of emails, the users which
send/receive most emails will be listed at the top of the report. If you
are reporting on both inbound and outbound emails, you can specify
this sort option for inbound or outbound.

‘Highlight users’ allows you to highlight those users that send or
receive more then X number of emails or X number of megabytes of
mail.

‘List top’ allows you to list only the top X number of users in the
report. This can be very handy if you have a lot of users on your mail
server.

‘Multi Page report’ allows you to specify the number of users you
wish to display on each page.
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Filter options

‘Specific email’ This filter option allows you to limit the report to a
specific email address.

‘Date range’ This filter option allows you to limit the report to a
specific date range.

When you have specified the report options, click on the ‘Report’
button to start generating the report. The report will be shown in the
main window.

Domain usage statistics

— FRepart Type
€ [nbaumd H g € Mutbnund Hs
— Report Optionz
Sort column Email Direction
IDnmain j Ilnbound j
[~ Highlight domain recards when the following conditions match
Diirection Amaount more than
[Mail TaDomainOUT) =] | T [Meyes |

[ Display top records only for current sort column

I [

[~ Multiple page repaort
Heconds penpage I a0

— Filker Options

Specific Domain Date Range
IND Date Range j

e i
[oa08/2000 | foss0sre00z -]
Report I Cloze |

Screenshot 96 - Domain usage statistics filter dialog

The domain usage statistics report gives you an overview of how
many emails are sent or received for a particular domain. This report
is handy if manage multiple domains.

The domain usage statistics report can be generated via the Reports >
Domain usage statistics menu option. This will bring up the Domain
usage statistics report options dialog. You can specify the following
options for the report:

Report Type

‘Report Type’: Report data for domain usage statistics is always for
both inbound and outbound emails.

Report Options

‘Sort by’ allows you to specify whether the report should be sorted by
domain name, by number of emails, or by the total size of the emails.
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For example, if you sort on domain name, the report will be sorted in
alphabetical order.

‘Highlight domains’ allows you to highlight those domains that send
or receive more then X number of emails or X number of megabytes
of mail.

‘List top’ allows you to list only the top X number of domains in the
report. This can be very handy if you have a lot of domains.

‘Multi Page report’ allows you to specify the number of domains you
wish to display on each page.

Filter options

‘Specific domain’ This filter option allows you to limit the report to a
specific domain.

‘Date range’ This filter option allows you to limit the report to a
specific date range.

When you have specified the report options, click on the ‘Report’
button to start generating the report. The report will be shown in the
main window.

Mail server daily usage statistics

Mail Server Daily Usage Statistics

—Report Type
) [ ntound E ) [t G
— Report Options
Sort column Email Direction
I Date ﬂ I Inbaund j
[~ Highlight days when the following conditions match
Direction Arnount more than
IHeceived mail j I 1 |tBptes j
™ Display top records only for current sort calurin
Tiog |_1

[ Multiple page report
EEconds per page I &0

r— Filter Options

Specific Email Date Range
IND Date Range j

Fronm i
[o4/08/2003 = |oar0es2003 ¢
Report I Cloze |

Screenshot 97 - Mail server daily usage statistics filter dialog

The mail server daily usage statistics report gives you an overview of
how many emails, per day, are sent or received on the mail server on
which GFI MailEssentials is installed.

The mail server daily usage statistics report can be generated via the
Reports > Mail server daily usage statistics menu option. This will
bring up the Mail server daily usage statistics report options dialog.
You can specify the following options for the report:
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Report Type

‘Report Type': Report data for Mail Server Daily usage statistics is
always for both inbound and outbound emails.

Report Options

‘Sort by’ allows you to specify whether the report should be sorted by
date (since the report is per day), by number of emails, or by the total
size of the emails.

For example, if you sort on number of emails, the days on which you
sent or received most e-mail will be listed at the top.

You can specify this sort option for inbound or outbound.

‘Highlight days’ allows you to highlight those days on which you sent
or received more then X number of emails or X number of megabytes
of mail.

‘List top’ allows you to list only the top X number of days in the report.

‘Multi Page report’ allows you to specify the number of days you wish
to display on each page.

#8, MailEssentials Reporter

File Tools Reports Help

Composite - Daily Usage Statistics Report

Date range : 1/7/2003 to 1/13/2003 |

| Day |  gWjSize | (M) No. of Emails {OUT) Size {OUT) No. of Emails

1/8/2003 30691 MBytes 1085 5.409 MBytes 172

1/8/2003 132.279 MBytes 2089 37.656 MBytes 4113

101052003 56.049 MBytes 2252 30461 MBytes 3489

101142003 3.288 MBytes 153 163.365 HBytes 33
Total (IN) Size Total (IN) Emails Total (OUT) Size Total (OUT) Emails
252,307 MBytes 5595 73.685 MBytes 7807

| Ready “

Screenshot 98 - The daily usage statistics report

Filter options

‘Specific email’ This filter option allows you to limit the report to a
specific domain.

‘Date range’ This filter option allows you to limit the report to a
specific date range.

When you have specified the report options, click on the ‘Report’
button to start generating the report. The report will be shown in the
main window.
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User communications

User Communications

—Repart Tupe
o J " Qutbound Only " Both Directions
— Repart Options
Sort column Email Direction
I Email &ddress j I Inbound ﬂ
[~ Highlight user records when the following conditions match
Direction Amount more than

IHeceivedmaiI j I 1 |MBytes j

[ Display top records only for current sart column

Tiap |—1

™ Multiple page report

Fiecords pernpage I 50

r— Filter Options
Specific Email Date Flange
IND Date Fange j
Eram iz

Josmszonz x| Joasszooz x|

Report I Close |

Screenshot 99 - User communications filter dialog

The User communications report allows you to view what kind of
emails each user has sent. Once you generate a user
communications report, you can expand the user record to list the
subject of sent or received mails. Mail with the same subject is
grouped. These mails can be further expanded to reveal when and to
whom, mail with that subject was sent.

78, MailEssentials Reporter
File Tools Reports Help
angelica@gfi com 11.971 MBytes 188 e ;I
mike & lara's engagement photos 4,447 MBytes 1 &. J
mpbal@fastnet.net.mt 4.447 MBytes A R2003 5:47:21 PM
aops - 4got to sttachl 1 683 MBytes P <N
corp id notes ineed your feedback on stationery! 1.308 MBytes 7 &.
diipaki@mac.com 115637 KBytes 1/9/2003 2:37:20 Ph
cliprakiZmac. cotm 35.949 KBytes 1/972003 4:08:23 PM
diipakigmac.com 43519 KBytes 1/9/2003 4:25:05 P
diipaki@mac.com 1.017 MBytes 11072003 1 2:10:33 A
cliiprakiZimac cotm 45808 KBytes 11002003 10:33:35 AM
diipakigmac.com 2116 KBytes 1402003 10:42:39 AM
diipaki@mac.com 54.591 KBytes 11072003 11:59:25 A
Ry YEar 739709 KBytes 1 Q
thought you might like ta have 2 ook st these £44.050 KBtes 1 B
.~ =
| Feady I

Screenshot 100 - The user communications report shows exact email trail

The User communications report can be generated via the Reports >
User communications option. This will bring up the User
communications report options dialog. You can specify the following
options for the report:
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Report Type

‘Report Type’: Allows you to specify whether you wish to report on
inbound or outbound emails, or both.

Report Options

‘Sort by’ allows you to specify whether the report should be sorted by
e-mail address, by number of emails, or by the total size of the emails.

For example, if you sort on number of emails, the days on which you
sent or received most e-mail will be listed at the top.

You can specify this sort option for inbound or outbound.

‘Highlight users’ allows you to highlight those users who sent or
received more then X number of emails or X number of megabytes of
mail.

‘List top’ allows you to list only the top X number of users in the
report.

‘Multi Page report’ allows you to specify the number of users you
wish to display on each page.

Filter options

‘Specific email’ This filter option allows you to limit the report to a
specific email address.

‘Date range’ This filter option allows you to limit the report to a
specific date range.

When you have specified the report options, click on the ‘Report’
button to start generating the report. The report will be shown in the
main window.

Note: The user communications report is a complex report that takes
time to generate. Therefore, if you have large logs, we recommend
that limit the user communications report to specific users or to a
particular date range.

Miscellaneous options

The following additional options are available from the tools menu of
the GFI MailEssentials reporter.
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Excluded users

Excluded Users |

Uzers listed in the list below will not be included in any of the reports.

Excluded Users List
szers | | Add... I
ne@Carmpant., com
Eemowve |
Cloze |

Screenshot 101 - Excluded users dialog

The exclude users tool allows you to specify email addresses that
should be excluded from the reports. The excluded users dialog can
be accessed from the Tools > Excluded users menu option.

To exclude a user, simply click on the add button and specify the
SMTP email address of the user to be excluded from the reports.

Find
2 Find [ 2]x] |
Find what: I Eirdldex

| Huhili
_ Carcel_|

[~ Match whale word orly [:_I_[ECt'Dnr Cancel
[ Match caze Up @ Down

Screenshot 102 - Find dialog

The find tool allows you to find a string in a report. The find dialog can
be accessed from the Tools > Find menu option.

Printing reports

After you have generated a report, you can choose to print it. You can
print a report from the File > Print menu option. You can preview the
report using the print preview option.
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Configuring POP3 downloading

Should you use POP3 or SMTP to receive mail?

We recommend using SMTP. This is the proper protocol for receiving
mail. If you have a continuous line or dial on demand router, use
SMTP. POP3 was meant only for e-mail clients, not for mail servers to
retrieve mail.

However, in some cases you might not have a choice and you have to
use POP3 to download your mail.

Using POP3 to receive mail

Post office protocol (POP3 (RFC 1225)) is a client/server protocol for
storing email so that the client can connect to the POP3 server at any
time and read the email. A mail client will make a TCP/IP connection
with the server and by exchanging a series of commands, read the
email. All ISP’s support POP3.

Advantages of using POP3 to retrieve mail
Simple
Any ISP can support it
No need for fixed IP address.

Disadvantages
BCC messages are not routed within your organization.

If you use a POP3 mailbox for each user, you have to create
mailboxes twice — once at the ISP and once on Exchange server.

If you use one POP3 mailbox for multiple users, messages send
by list servers are not always routed correctly. If your ISP mail
server does not support the ‘for’ clause, messages from some
mailing lists will not be routed. This is because when mail is sent
via SMTP, the actual recipient is provided by the sender on the
"RCPT" command. This information is called part of the "envelope"
(since it is outside of the message), and is sometimes not included
in the actual mail message's header. For a single recipient, this is
not a problem. If the mail is in your mailbox, you know it is for you.
However, if all mail directed at a specific domain goes into the
same mailbox, there may be no way of determining who the mail
should be delivered to. This is most often the case for messages
from mailing lists or if the BCC.: field was used. There is however a
solution for this problem. The most common is in the Received:
line. According to page 32 of RFC 821, the Received: line should
look something like this:

Received: from sender.com by yourisp.com for
you@yourdomain.com
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The "for" clause is derived directly from the envelope information,
so even if the To: and Cc: lines make no mention of
"you@yourdomain.com", the true recipient can be found here.
Thus, any POP to Exchange solution must (at least) be able to
parse the Received: lines in the header in order to forward the mail
to the correct local recipient.

Note: An easy way around the above problem is to create dedicated
POP3 mailboxes for lists. Then route the lists to a public mailbox, so
that other users can also benefit from the lists.

Using SMTP to receive mail

Simple Mail Transport Protocol (SMTP(RFC821)) is a server-to-server
protocol for sending e-mail across the Internet. Briefly, a mail client will
make a TCP connection to an ISP's SMTP server and upload a mail
message (complete with headers) and instructions to whom the
message should be delivered. The SMTP server will then either
deliver the message (if it knows the final recipient) or pass it along to
another SMTP server. SMTP works best when all servers are
connected all the time. If the receiving server is not available, then the
sender will have to queue the message and try later. Eventually, the
sender will either make it through or give up and return the message
to its originator. In the case of dial-up connections, the receiver may
be unavailable more often than not.

Advantages of using SMTP

Server protocol, not client protocol

Allows you to create an unlimited amount of email addresses on
your mail server, without having to worry about aliases etc.

Disadvantages using of SMTP
You need a public IP

Configuring the POP3 downloader

If you wish to receive mail by downloading mail from one or more
POP3 mailboxes, you need to set-up the POP3 downloader. To do
this:

108 - Configuring POP3 downloading GFI MailEssentials 10 Manual


mailto:you@yourdomain.com

POP2Exchange Configuration H

POP3 | Dialup |
POPZE schange
POP3 Settings
FOF3 Server | Login | Postmaster | Add...
Bemayve |
Edit: |
Check evem I‘ID— miits

Do not download mails larger than: |3DDD Khytes

If mail iz larger, then: " Infarm mail postmaster € Delete it

0K I Cancel | Apply |

Screenshot 103 - The GFI MailEssentials pop3 downloader

1. Highlight the ‘POP2exchange’ node in the GFI MailEssentials
configuration. In the right pane, a node 'general' will appear. Double-
click on general. This will bring up the POP2Exchange configuration
dialog.

2. Enable the POP3 downloader by ticking the 'Enable
POP2Exchange.

3. To add a POP3 mailbox from which you wish to download mail,
click Add.

Add POP3 mailbox

ailbox details

@ POP3 Server: ||
|

Logit;

Pagsword: I

fail deliven

Flease pravide an alternate address for thiz mailbos.
If the recipient iz not on a local domain, the email will
be forwarded to thiz address.

Alternate address for this mailbox:

' Send mail to local address stored in 'To' field

" Always send mail to altemate address

Ok I Cancel

Screenshot 104 - Adding a POP3 mailbox

Enter the POP3 server name, for example mail.myisp.com, the POP3
mailbox/login name and the password of the mailbox. Then choose
between two options:

Send mail to address stored in To field: Activate this option if
you wish GFI MailEssentials to analyze the header and route the
mail accordingly. If the mail analyzing fails the mail will be sent to
the mail address specified in the alternate address.
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Send mail to alternate address: Activate this option if you wish
all mail from this mailbox to be forwarded to one email address.
Enter the full SMTP address in the ‘Email address’ box, for
example john@company.com

Now specify the alternate address. Mail will be sent to this email
address if it can not be 'resolved' from the to: header of the mail, or if
you specified to forward all mail to address.

4. When you are ready, click OK. You can add as many POP3
mailboxes as you wish.

Note: When specifying the destination email address (the address
where GFI MailEssentials will forward the email to), be sure that you
have set up a corresponding SMTP address on your mail server.

Other POP3 downloading options
Check every .. minutes: Specify the download interval.

Do not download mail larger than: Here you can specify a
maximum download size. If mail exceeds this size, it will not be
downloaded.

If mail is larger, then: You can either choose to delete mail larger
than the maximum allowed size, or send a message to the
postmaster.

Dial up Connection options

To receive mails by dial-up, go to dialup tab in the POP2Exchange
dialog. Tick the option 'Receive mails by dial-up'.

POP2Exchange Configuration EH

FOF3

Dialup Connection

¥ Receive mails by Dial-Up or Dial on Demand

Prafile settings

m?* Use this Dial-llp Metworking profile: | Yirtual Private Connection j
S

& |f ot connected, dial

" Process only when alieady connected.

" Dial on demand router,
Uszernarne: I

Frocess evem I'IU Thiiris F'a§sword:|

Schedule. . |
0K I Cancel | Apply |

Screenshot 105 - Dial-up options

In this dialog, you can specify where and when GFI MailEssentials
should dial up to pick up email. You must specify a dial up networking
profile and specify a login name and password, as well as a schedule
when the mail should be sent/ picked up. The dial up networking
profiles are set up from RAS. The following options are available:

Use this Dial-Up Networking profile: Choose the Dial up Networking
profile you wish to use from the drop down list.
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If not connected dial: If you tick this option GFI MailEssentials will
only dial up if there is no connection.

User name: Enter the user name used to logon to your ISP.
Password: Enter the password used to logon to your ISP.

Process only when already connected: If you tick this option, GFlI
MailEssentials will only process mail if a connection already exists.

Dial on demand router: If you have an internet connection that gets
automatically established, such as a dial on demand router, select this
option. This will cause GFI MailEssentials to pick up mail at the
specified interval, but without triggering a dial up connection.

Process every .. minutes: Enter the interval at which GFl
MailEssentials must either dial up or check if a connection already
exists (depends on whether you set GFI MailEssentials to dial up or to
only process mail when already connected).

Scheduler

Use the scheduler to specify when GFI MailEssentials should dial up
to pick up mail:

1. Click on schedule

2. Specify the hours when GFI MailEssentials should dial up. A ‘V’

indicates that GFI MailEssentials will dial out. An ‘X' indicates that GFI
MailEssentials will not dial out at this hour.

Dialup Scheduler

Dial allowed only at the fallowing hours of the week

pﬂJ 00h 03k OBk 03k 12h 15k 18k 21k 24k

) [ ===l == = =
Sunday 1w o D | | D |
Manday ||| v v v v e e e o e e e e
Tuesday ||| w0l ] o | o o | o o o | o o |
Wednesday |||l v e v e e ]
Thursday [ o e e e
Frida Lol s s s s e o
Saturday [

’T‘ Cancel
Screenshot 106 - You can configure the act schedule when GFI MailEssentials should pick up
mail
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Miscellaneous options

General node

Under the general node in the MailEssentials configuration you will
find general information regarding GFI MailEssentials.

1.

installed and whether it's the latest.

Version Information — allows you to check what version you have

Licensing — use this node to enter your License key.
Product patches — shows you patches available
GFI MailSecurity — link to the product information page of GFI

MailSecurity, GFI MailEssentials companion product.

GFI FAXmaker — link to the product information page of GFI

FAXmaker, GFI MailEssentials companion product.

Support — takes you directly to the GFI MailEssentials support

page, which lists the most frequently asked questions. Also allows
you to search the GFI knowledge base

The GFI MailEssentials monitor

W GFI Monitor =] 3
File Help
Mumber of emails processed: |23
b ailE zsentialz 7 I POPZExchange
SIZ20/200Z 6:02:52 PM - Processing new item, ﬂ

8/20f2002 6:02:52 PM -
B/20/2002 6:02:52 PM -
8/20f2002 6:02:52 PM -
B/20/2002 6:02:52 PM -
8/20f2002 6:02:53 PM -
B/20/2002 6:02:53 PM -
8/20/2002 6:02:53 PM -
B/20/2002 6:02:53 PM -
B/20/2002 6:02:53 PM -

Subject: Subject

Sender: "MyMailer@engelbert.de” <MyMaile
Recipient To: Administrator@ga. com

Item processed ok,

Processing new item.,

Subject: Subject

Sender: "MyMailer@engelbert.de” <MyMaile
Recipient To: Administrakor@ga,.com

Ttem processed ok,

-

Screenshot 107 - The MailEssentials monitor

The monitor shows you the current activity of GFI MailEssentials. You
can use it to check how MailEssentials is processing mails. The POP
collector service can be monitored from the POP2Exchange tab.

Configuring a fake Non Delivery Report (NDR)

In anti spam actions, you can enable a fake NDR to be sent once a
spam mail is detected. If you wish to customize this NDR, you can do
so by editing the file ndr.xml, located in MailEssentials\templates
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directory. You can edit the file with notepad as well as with an XML
editor.

Adding additional local domains

GFI MailEssentials needs to know what your local domains are to
distinguish between inbound or outbound email. During installation,
GFI MailEssentials will import local domains from the IS SMTP
service. If however you wish to add or remove local domains
afterwards, you can do so from the local domains tab in the general
node properties:

General Properties [ x|

General Local Domains |Bindings| User Managerl

% Configures the local domains

Local Dornains:

Local D omain | Add...
gfiuza.com

ofi.com Remove |

Ok | Cancel | Anply

Screenshot 108 - Adding a local domain

1. Right-click on the general node and select properties to access
this dialog.

2. Now enter the local domain

This feature is handy because in some cases you might want to

configure local mail routing in IIS differently, as in add domains which

are local for mail routing purposes but are not local for your mail
server.

Remote commands

Remote commands make it easy to add domains or email addresses
to the spam blacklist, as well as update the Bayesian filter with spam
or ham (valid mails).

Remote commands function by sending a mail to GFI MailEssentials:
Simply address a mail to rcommands@mailessentials.com
(configurable) and GFI MailEssentials will recognize the mail as
containing remote commands and process the remote commands.

With remote commands, you can do the following:
1. Add Spam or ham to the Bayesian module

2. Add keywords either to the subject keyword checking feature or to
the body keyword checking feature.

3. Add email addresses to the blacklist feature.
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Configuring remote commands
Anti-Spam Properties |

Remaote Commands | Public Falder Scanning I

— Settings

v Enable remote commands

Email addrezs ta which adminiztrator should send remote commands. [t
iz recommended to leave az is.

Iru:Dmmands@mailessentials.u:u:um

— Remate Cammandzs Secunty

v Shared password:

v Security based on sender email,

Only allow senders below;

User | Add..

adminiztratar@gh. com
Eemoye |

0k I Cancel Sl

Screenshot 109 - Remote commands configuration

To configure remote commands:

1. Go to the Anti Spam node, right click and select properties. This
brings up the anti spam properties dialog.

2. Now enable remote commands

3. You can edit the email address to which the remote commands
should be sent. However it should not be a local domain. We suggest
using rcommands@mailessentials.com. A mailbox for the configured
address does not need to exist, but the domain-part of the address
must consist of a real email address domain which returns a positive
result to an MX-record lookup via DNS.

4. Optionally you can configure some basic security for the remote
commands: You can do any of the following:

Specify a shared password which should be included in the mail
as follows (see next section for information how to create a mail
with remote commands)

In addition, you can specify which users are able to send mails
with remote commands. Note that a user could fake this by faking
the from address.

The password is specified as a separate command with the following
syntax:

PASSWORD: <shared password>;
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Using remote commands

Once you have configured remote commands, you can send mails
with remote commands. The remote commands must follow the
following syntax:

<command> : <paraml1>, [ <param?2>, <param3>, ... |;
There can be more than one command in the body of an email, each
of them must be separated by a semi-colon ( ; ). Each command

name is case-sensitive and should be written in capital letters. The
following commands are available:

Keyword checking commands
NOTE: The robot can only add keywords, but not delete or modify
them. Conditions are not supported.

ADDSUBJECT - this command adds keywords specified to the
subject keyword checking database.

Example: ADDSUBJECT: sex, porn, spam;

ADDBODY - this command adds keywords specified to the body
keyword checking database.

Example: ADDBODY: free, “100% free”, “absolutely free”;

NOTE: when you need to specify a phrase rather than a single word,
enclose the phrase into double quotes.

Blacklist commands

With blacklist commands you can add a single email address or an
entire domain to the custom black list. To add an entire domain to the
blacklist, one must specify a wildcard before the domain, e.g.
*@domain.com.

ADDBLIST: <email>;
Example: ADDBLIST: user@somewhere.com;
ADDBLIST: *@domain.com;

NOTE: For security reasons, there can be only one ADDBLIST
command in an email, and only one address can be specified as the
command parameter. The parameter is either a user email, e.g.
spammer@spam.com, or a domain, e.g. *@spammers.org. Please
note that you cannot use wildcards in domain name, that is, an email
like *@*.domain.com will be rejected as invalid.

Bayesian filter commands

With these commands you can add spam mail or good mail (ham) to
the Bayesian filter database. Simply forward the mail with one of the
following remote commands in them.

ADDASSPAM - instructs the Bayesian module to classify given email
as spam.

ADDASGOODMAIL - instructs the Bayesian module to classify given
email as good email.

These commands do not have parameters — rather the rest of the mail
is the parameter.
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Examples

From:  |max@max.com (192.168.206.1)

[EFY To: Ircu:nmmands@mailessentials.Iu:u:al

Ce |
Subject: ISubject iz igniored so you can puk anvthing here ar leave it blank
| i S0 Z /B 7 UA/|EZiEEE

PASSWORD: Password;
ADDELIST: spammer@sparmhouse. corm;
ADDSUBJECT: sex, "100% free";|

Screenshot 110 - Adding an email address to the blacklist & keywords

Example 1 - By sending this email, the wuser adds
spammer@spamhouse.com to blacklist and also adds a few keywords
to subject keyword checking database.

From:  |max@max.com  (192,168.206.1)

[GER T Ircnmmands@mailessentials.ID::aI

Ce |
Subject: ISuI:lject is ignored so vou can put anvthing here or leave it blank
I.ﬁ.rial j IID j :E,| B I U0 é, i= 1= £:§

PASSWORD: Password:;
ADDBODY: sex, "100% free";
ADDBODY: “instant money";|

Screenshot 111 - Specifying the same commands more than once

Example 2: You can specify the same command more then once. (in
this case ADDBODY). The result is cumulative, that is, in this case the
keywords added to body checking database are: sex, 100% free and
instant money.
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T, I Ircommands@mailessentials.Ioca||
Cc... | |
Bcc... I I

Subjeck: IFW: Depressed? ap

PASEWORD: Password;
ADDASSPAM

From: Ty Westhroak [mailto:266e5ohfnhw@excite.com]

Sent: Thursday, June 12, 2003 9:38 PM

To: 20orders@gfi.com

Cc: Alexander Zammit; bodefbk@gfi.com; Brian Azzopardi; David Farinic; David vella; Downloads
Subject: Depressed? ap

As seen on NBC, CBS, and CNN, and even Oprah! The health
discovery that actually reverses aging while burning fat,
without dieting or exercise! And it's Guaranteed!

Doctor Formulated HGH

* Enhance sexual performance

* Remove wrinkles and cellulite

* Restore hair color and growth

* Strengthen the immune system

* Increase energy and cardiac output

.

Screenshot 112 - Adding a spam to the Bayesian filter database

Example 3: A spam email is added using the ADDASSPAM
command. Note that a colon is not required for this type of command —
everything immediately after this command is treated as data for the
Bayesian filter.

To... | Ircnmmands@mailessentials.||:u:a|
ce... |
Bee. .. | I

Subject: I

ADDELIST: spamsender@spam.com:

Screenshot 113 - Sending remote commands without security

Example 4: When “Disable Password” checkbox is checked, you can
send remote commands without specifying a password.

Remote command logging

In order to keep track of changes made to configuration database via
remote commands, each email with remote commands (even if email
with remote commands was invalid) is saved under ADBRProcessed
subfolder which is located under product's main folder. The file name
of each email is formatted according to the following format:

<sender_email_address> SUCCESS_<timestamp>.eml — in case of
successful processing.
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<sender_email_address>_FAILED_<timestamp>.eml — in case of
failure.

Timestamp is formatted as yyyyddmmhhmmss.
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Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about
resolving issues you have. The main sources of information available
to users are:

1. The manual — most issues can be solved by reading the manual.
2. The GFI knowledgebase — accessible from the GFI website.

3. The GFlI support site.
4

Contacting the GFI support department by email at
support@gfi.com

5. Contacting the GFI support department using our live support
service at http://support.gfi.com/livesupport.asp

6. Contacting our support department by telephone.

Knowledgebase

GFI maintains a knowledgebase, which includes answers to most
common problems. If you have a problem, please consult the
knowledgebase first. The knowledgebase always has the most up-to-
date listing of support questions and patches.

The knowledgebase can be found on http://kbase.gfi.com

Request support via e-mail

If, after using the knowledgebase and this manual, you have any
problems that you cannot solve, you can contact the GFI support
department. The best way to do this is via e-mail, since you can
include vital information as an attachment that will enable us to solve
the issues you have more quickly.

The Troubleshooter, included in the program group, generates
automatically a series of files needed for GFI to give you technical
support. The files would include the configuration settings etc. To
generate these files, start the troubleshooter and follow the
instructions in the application.

In addition to collecting all the information, it also asks you a number
of questions. Please take your time to answer these questions
accurately. Without the proper information it will not be possible to
diagnose your problem.

Then go to the support directory, located under the main program
directory, ZIP the files, and send the generated files to
support@gfi.com.

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!
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We will answer your query within 24 hours or less, depending on your
time zone.

Request support via web chat

You may also request support via Live support (web chat). You can
contact the GFI support department using our live support service at
http://support.gfi.com/livesupport.asp

Ensure that you have registered your product on our website
first, at http://iwww.gfi.com/pages/regfrm.htm!

Request support via phone

You can also contact GFI by phone for technical support. Please
check our support website for the correct numbers to call, depending
on where you are located, and for our opening times.

Support website:
http://support.gfi.com

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Web Forum

User to user support is available via the web forum. The forum can be
found at:

http://forums.gfi.com/

Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, go to:

http://support.gfi.com
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